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ABSTRACT
Practical Privacy Preserving Ambient Sensing
We have entered a new age of computing where the computer is tied
not only to a person’s body but may also be present in their environment.
The ambient presence of sensors enables unprecedented opportunities to
build smart environments that adapt to user needs, tracks activities, enables interactions and assists the user in their daily tasks. Even though
ambient sensing exists, its scale until recently was limited by the available
hardware and computing power. And even despite some recent advancements in their capabilities, ambient sensing techniques generally tend to
be privacy intrusive.
In this dissertation, I identify key challenges of robust ambient sensing
i.e. the ability to track users and activities via sensors present in the environment. First, there may be multiple users present in the same environment.
The need to build reliable novel approaches that detect multiple users and
activities from the same sensor stream and identify each user performing
those activities presents a unique technical challenge. Additionally, these
machine learning powered techniques require a large amount of training
data that posits another challenge of data collection and labeling. Lastly,
managing the privacy expectations of all users in a shared environment is a
socio-technical challenge that inﬂuences the design of those approaches.
In my thesis, I focus on two ambient sensors: cameras and mmWave
radar. While mmWave radar is inherently a privacy-preserving sensor, the
cameras are regarded as highly intrusive. Thus, I ﬁrst present a mixedmethods approach to understand the privacy preferences of users for cameras being used as sensors in a range of environments. This work highlights
how using privacy preserving techniques to sense activities and clearly
communicating how it works may instill trust in a user. Next, I discuss three
systems I built that tackle the aforementioned challenges of ambient sensiii
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ing.
1. The ability to sense multiple activities: I showcase a camera-based exercise detection and tracking system that can sense different exercise
types and count the number of repetitions for multiple users at the
same time.
2. The ability to identify individual users in the same environment: I present
a hybrid camera-imu approach that uses motion correspondence from
both modalities to identify individual users in a scene.
3. The ability to collect and label data for new sensors: I discuss a novel
domain adaptation approach that leverages existing labeled IMU datasets
to train mmWave radar sensor for activity recognition.
I have also conducted appropriate evaluations in unconstrained and
semi-constrained environments to underscore the practicality of these approaches. Finally, I also outline how all systems tackle a different challenge
of ambient sensing and their impact on the privacy of the user.
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CHAPTER 1
INTRODUCTION
The famous British writer Arthur C. Clarke articulated three laws regarding
the future of technology. His third law [1] states,
”Any sufﬁciently advanced technology is indistinguishable from magic.”
And what makes a magic trick successful is the seamlessness with which
it is performed. And as such, the last few decades have seen plethora of
research to advance technology to build that seamlessness into everyday
lives. From self-driving cars to smartphones, from CCTVs to miniature IoT
devices, sensors are ubiquitous. Apart from the newfound ubiquity, powered by state-of-the-art machine learning techniques, these sensors can
now transform raw sensor data into usable and intelligent inferences. It
makes sensor-laden devices more context-sensitive, adapt to the user’s
environment, opportunistically capture the scene, and decide what to do
with the captured information. To the unfamiliar, this passive computation
and sensing is in fact magic.
In my work, I focus on technologies that passively adapt to the user’s
environment and recognize and track their activities in a seamless manner.
There are two prominent philosophies that have guided prior work in this
domain. The ﬁrst uses personal devices that a user may have on their body
(mobile and wearable sensing), whereas the second uses a device placed
in the user’s environment (ambient sensing).
Here, I make the distinction of using ambient sensors to track singular activities (e.g., using a camera to monitor fall detection in elderly [2])
and tracking activities for multiple users together. The ability of a sensor
in the user’s environment to track singular activities has been extensively
explored in the past. It can be characterized as a building block towards
1
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the next step in practical sensing at scale: tracking multiple activities at
the same time. This thesis focuses on solving some of these challenges for
ambient sensing to become more practical than it’s current state.
Before we dive deeper into the advantages and challenges of ambient
sensing, I present a brief overview of prior work in wearable and mobile
sensing. I outline its beneﬁts and challenges. It provides a foothold to
better understand why ambient sensing has certain advantages over the
user-centric wearables approach. Finally, I outline some outstanding challenges of practical ambient sensing and how my thesis contributes in solving them.

1.1 Mobile And Wearable Sensing
Context adaptable applications need to sense rich information with a high
ﬁdelity. A common approach to do so is to use the sensors available in a
person’s own device. This approach has several beneﬁts such as a oneto-one mapping of the device to the user i.e., any technique built to use
the personal device for sensing operates under the assumption that all
the data is collected for the same primary user. Identiﬁcation is never an
issue, which is in contrast with environmental approaches that need an
additional mechanism to determine ’who’ in addition to the ’what’. Another big advantage of personal devices is their portability. A smartphone
or a smartwatch is present with the user throughout the day, thus moving
across different places (environments) throughout the day.
The advent of iPhone in 2007 led to a computing revolution, and within
a few years positioned the smartphone as the primary personal device. The
wide array of sensors tightly encompassed in a handheld box allows us to
sense and recognize a range of activities. From detecting simple activities
such as walking, sitting [3] or driving, to more nuanced recognition such as
not only that a person is in a vehicle, but also if they are the driver or the passenger [4]. They have also been used extensively in healthcare such as simple step counts, sleep monitoring [5] or to detect Parkinson’s disease [6]. In
fact, smartphones are so pervasive that they have been used to sense activities at the scale of a crowd to monitor road and trafﬁc conditions[7] and
air pollution [8]. Within a span of only few years, the smartphone and the
sensing capabilities have co-evolved rapidly.
However, smartphones are not the only personal devices. Recently there
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has been a surge in the popularity of wearable devices such as smartwatches
and heads-up displays. These on-body devices can be used to detect a
myriad of activities such as smart glasses to detect eating [9] or smartwatches for hand-based activities such as typing or brushing teeth [10].
Wrist-worn devices have been particularly popular for healthcare sensing.
Historically wearables have been used to track step count and heart rate [11].
But these days, commercial devices dubbed as health and ﬁtness accessories such as Fitbit and the Apple watch are capable of track and collect
other kinds of wellness data such as sleep duration and quality. Beyond
that, researchers have even used wrist-worn wearables for tracking exercises [12], capture stereotyped movements in children with learning developmental disabilities [13], and tracking a user’s smoking habits [14]. Other
wearables such as heads up displays have been used as assistive devices
for people with Parkinson’s [15], and even to improve medical education
by providing a ﬁrst-person view of surgical procedures for medical students [16].
The mere fact that we have been able to leverage personal devices for
so many use-cases is astounding. There are numerous beneﬁts, and nobody can deny that personal devices are a powerful source to sense activities. However, they also have certain limitations. The personal devices,
especially wearables are limited in their on-body position. It makes it challenging, and sometimes nearly impossible to sense different activities with
similar precision. For example, a wrist-worn device is less precise in recognizing activities that do not include the arm that the device is worn on. The
restricted position, and the size of personal devices also limits its sensing
resolution. Admittedly, different devices are dedicated for different kinds
of activities, and excel at those. But even though smartphones may be pervasive, wearables are nowhere near that common. The need for multiple
smart devices suited for different roles makes it a costly endeavor for the
end user. Even if cost was not an issue, do we really want to instrument
every part of the human body with sensors to overcome this challenge of
sensing resolution and limited sensing capabilities?
So, until a more unifying approach is developed that uses a single device
to sense a wide array of activities- a user must choose between accurately
tracking only a small set of activities with a single device, or a person must
carry multiple devices on their body to track more activities. This is a limitation of this approach. It points towards a need for a solution that does
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not rely on the user and what device they may have, rather is ubiquitous
and blends into the environment. Luckily, recent advances in computing
such as cheaper and faster hardware, tools for improved computer vision
and machine learning have paved a path for practical ambient sensing.

1.2

Ambient Sensing

The challenges borne by mobile and wearable sensors point towards the
need for ambient sensing. The second approach for activity recognition
relies on using and installing sensors in the user’s environment to detect
and track their activities. It typically relies on sensors such as cameras, microphones and radars. This approach has several advantages:
1. Improved Utility: A sensor placed in the environment is generally
more suited to recognize a wide range of human activities. Unlike a
personal device, it is not attached to a particular limb and can track
all body parts independently.
2. User Burden: The individual burden on each user to keep their devices charged, and to remember to carry them along all the time is
eliminated. It also requires no instrumentation of the user.
3. Cost: It is cost-effective to instrument the environment with one or a
handful of sensors than to expect each user to own and carry a personal device.
These advantages make ambient sensing a lucrative approach for activity recognition by opening up the gateway to build smart environments.
And, there has been a fair amount of research in this area. The background
and related work (Chapter 2) covers the prior work in depth.
We explore ambient sensing from two lenses: privacy and practicality.
As we usher into a new era of high computing resources that support ambient sensing, this thesis focuses on the following areas:
1. Privacy Expectations: Privacy concerns are a challenge for any kind
of sensing approach regardless of modality. However, ambient sensors such as cameras tend to be more invasive. Additionally, the limited control of a user over such sensors that capture a high amount of
sensitive information in a foreign environment leads to privacy concerns that need to be understood and addressed.
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2. Reliability: While wearable and mobile sensors may not suitably detect a wide range of activities, they are able to detect a handful of activities with high reliability and precision. Ambient sensing to track
singular activities is able to detect activities with high precision as
well. But, the spatio-temporal distinction between different activities
of multiple users is still a hard problem.
3. User Identiﬁcation: Modern ambient sensing techniques, especially
in shared spaces can passively sense and infer activities, but generally
lack the ability to identify individual users in that space. It limits their
ability to attribute speciﬁc feedback or build interactions that cater to
a speciﬁc user.
4. Data Collection to Train a Machine Learning System: While cameras and microphones provide high sensing resolution, most modern
applications use machine learning to draw inferences from the raw
data provided by these sensors. The amount of data required to train
the system is typically high, thus making it hard to deploy in the real
world. Data collection and labeling although a challenge across all approaches; it is slightly easier for mobile and wearable devices where
the whole data stream can be attributed with a single label. Ambient sensors such as cameras require a spatial label (e.g., bounding box
around a person) and the activity label for its duration; or sensors such
as mmWave radar require either user intervention to collect labels or
an additional sensor (e.g. cameras) to record the ground truth and
generate labels later.
In this thesis, I tackle each of these areas to improve the current state of
ambient sensing. My contributions are as follows:
1. I present the results of a mixed-methods user study to understand the
privacy perceptions of the user with cameras and various techniques
used to sense activities. I discuss how varying levels of privacy preservation offered by different techniques impacts the privacy preference
of users.
2. I address the challenge of reliability by developing a novel method to
detect activities at scale such as exercises for multiple users using a
single camera [17] called GymCam. I use sensing techniques deemed
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to be trustworthy by users in the mixed-methods user study. I evaluated this system in an unconstrained environment to demonstrate
its robustness and reliability. I also discuss how my approach tackles
privacy.
3. Next, I show how a camera-based system such as GymCam may recognize users [18]. A hybrid approach using motion proﬁles as seen
from a camera and a wearable is used to address the challenge of user
identiﬁcation. I discuss how my work empowers users with more control over how they may share their identity with an ambient sensing
system thus building a practical approach to privacy preserving user
identiﬁcation.
4. I demonstrate that we can use off-the-shelf smartwatch IMU datasets
to train an activity recognition system for mmWave radar sensor with
minimally labeled data. I show that despite the lack of extensive datasets
for mmWave radar, my domain adaptation approach can be used to
build an activity recognition system that can distinguish between 10
activities. My work enables building models for privacy-preserving
sensors such as doppler without the data labeling limitation.

CHAPTER 2
BACKGROUND AND RELATED WORK
In this chapter I summarize prior work for the four key challenges of ambient sensing outlined in the introduction. While work in these 4 key challenges has largely been done independently, they are vital pieces to realizing a practical privacy preserving ambient sensing system. Each module (subsection) focuses on one of these challenges and helps ground the
reader with a summary to characterize my thesis work appropriately.
First, I summarize prior work that has looked at privacy preferences and
concerns with ambient sensors. While my work focuses particularly on
camera-based or hybrid systems, these works help lay the groundwork to
understand why we should care to build privacy-preserving sensing mechanisms.
With an understanding of the outstanding challenges with privacy with
regards to ambient sensing, next I outline some common techniques that
have been proposed in the past (both camera and non-camera) to achieve
privacy-preserving sensing. This subsection covers the kind of techniques
proposed in the past, their limitations and how my presented techniques
learn from these prior works.
Similarly, I outline prior work in user identiﬁcation and point out how
there has been very little work in this area to achieve the desired outcome
without compromising privacy.
The last subsection examines prior work in using heterogeneous domain adaptation to solve the data collection problem; the last problem
before a practical privacy-preserving ambient sensing system can be deployed.
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Background and Related Work

2.1 Privacy Expectations Of Ambient Sensors
In this section, I summarize prior work in understanding privacy expectations when ambient sensors are deployed in an environment. It has been
shown that privacy and security practices impact the trustworthiness of
systems that leverage ambient sensors [19]. Studies have evaluated a user’s
privacy perceptions based on the type of data collected [20], the location
in which it is collected [21], and who is collecting the data [22].
The studies are usually focused on one environment such as a smart
home [23, 24], IoT devices embedded in toys [25], or custom devices with
ambient sensors [26] to understand privacy practices employed by the users
and their expectations. These works are critical in understanding the privacy perceptions of a user. However, they are generally limited to either
one environment or a speciﬁc device.
To gain an understanding of the larger context, Emami-Naeini et al.
conducted a large-scale survey to understand privacy needs of users with
a variety of ambient sensors in different environments [27]. It was one of
the ﬁrst works to capture changes in a sensor’s privacy expectations by the
user depending on the environment and the data collected. The results
of such a study are crucial to understand what ambient sensors may be
acceptable in a particular environment. This study was complemented by
the work of Apthorpe et al. that captured the privacy perceptions of over
3800 information ﬂows using a wide array of sensors, data types and the
conditions in which data is collected [28].
Despite a rich understanding of a user’s privacy preferences with different sensors in varying environments, there is a glaring gap in our knowledge. There has been no exploration of how the privacy expectations change
based on a user’s understanding of the underlying mechanism ultimately
used by the sensor. It has been shown that increasing people’s awareness
about the behavior of a particular sensor can inﬂuence their privacy perceptions [29], and sometimes even make them more comfortable [30]. So,
a gap that still exists is a better understanding of how the privacy perception of a sensor in different environment would change when the user is
aware of the underlying technique being used by the sensor to track their
activities.
Next, there have been improvements in multi-object/human detection
and tracking in a single video [31], but it comes at the cost of user privacy
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as it uses identifying facial features to improve upon the tracking. We look
at some existing techniques for user identiﬁcation as well.

2.2

Ambient Sensing Techniques

Next, we take a look at prior work in ambient sensing. A survey of past techniques is vital to better develop newer methods for ambient sensing. First,
I divide the ambient sensing approach into three sub-categories based on
the sensor- (1) We take a deeper look at use of cameras, that have primarily been used for environment-centric approaches; and (2) we group noncamera based motion tracking approaches; and (3) techniques that leverage the infrastructure in a space to sense activities. These categories cover
the breadth of sensing techniques for activity recognition.

2.2.1 Using Cameras For Activity Recognition
There are several activity recognition systems that focus on detecting singular activities such as fall detection [2, 32], in-home physiotherapy exercises [33, 34] and sleep monitoring [35, 36].
The ideal activity recognition system can robustly learn to detect and
track any kind of activity with minimal training. There has been prior research to achieve this lofty goal. Dreher et al. use a depth camera to capture the user’s pose and track their hands [37]. They also track objects
across the video and construct a scene graph from the object-action relationship as shown in Figure 2.1. They use a graph network classiﬁer to
train a system to learn the actions executed by the users with an 86% accuracy. Such a system allows users to demonstrate the activity, and with
a couple of hours of training, it can learn to recognize those actions with
high precision. Other works have also tried to build actor relation graphs
to better understand individual activity for each user in the video, as well
as an overall summarization of the group activity [38].
Similarly, Bo et al. use the key idea of preserving temporal information of an action across videos of various lengths[39]. It allows them to
capture a video descriptor that captures the important frame features required to recognize actions, but with only a few training parameters. They
were able to achieve high accuracy in action recognition using only 8-10
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Figure 2.1: System pipeline demonstrating pose tracking with OpenPose,
object detection with YOLO [44] in stage 1, tracking the pose and object
across frames using depth sensing in stage 2 and building the objectaction relationship graph in the ﬁnal stage.
training samples. It builds and improves upon previous few shot activity
recognition systems [40–42].
Others have explored the idea of training activity recognition via demonstration as well, speciﬁcally to improve human-robot interactions. Robots
in manufacturing industries need to be trained in complex assembly tasks
that require them to not only know the objects involved in the process,
but also the right sequence of actions to assemble a product. Gu et al.
built a portable assembly demonstration system capable of recognizing
objects and capturing human motion [43]. These are converted into a symbolic representation. The kinesthetic movements involved in the action together with the symbolic relationship are used to learn the activity demonstrated by the user, to be repeated successfully by the robot.
However, there has been limited exploration of using cameras for activity recognition at scale. One of the key challenges of doing activity recognition at scale is spatiotemporal distinction of one instance of an activity
from another.
Kim et al. used depth cameras to obtain pose information and track
elderly users in residential homes [45]. They used Hidden Markov Models
to detect and recognize activities such as falling down, watching TV, and
cooking with an average accuracy of 84.33%. The idea of tracking human
poses and building machine learning models to detect activities has been

2.2 Ambient Sensing Techniques

11

explored several times in the past [46–49]. But, continued advancements
in pose detection techniques [50, 51] and machine learning has led to sustained improvements in pose-based activity recognition techniques.
Caesar [52] uses three cameras to better understand the activities, actions and their interplay for a more complex understanding of the scene.
They used seven activities such as approaching another human and handing them stuff or loading the stuff and getting in the car.
The advances in deep learning have led to signiﬁcant increase in performance for human activity recognition in videos [53], but very few works
have extended to multiple users in the same video. Almaadeed et al. used
three dimensional convolutional neural network (CNNs) in videos with multiple users to detect activities for each one of them [54]. They detect and
track human motion and feed the cropped raw segments of videos for
each user into the CNN for activity recognition. While some other works
have dealt with multiple users in the same video, they are only capable
of classifying and summarizing the video as a whole instead of individual
human activities [55].

2.2.2

Non-Camera Based Motion Tracking For Activity
Recognition

Akin to the camera, the raw data from 2D lidar can be clustered into human
and non-human activities. The motion trajectories obtained from the human activities have been classiﬁed into 15 different activities in the kitchen
with an accuracy of nearly 99% [56].
A common use case of environmental sensing has been the workplace.
Avrahami et al. used a RF radar sensor placed under a surface to recognize work activities in a desk job, convenience store counter, and showrooms [57] as shown in Figure 2.2. They were able to classify common work
activities of a cashier such as scanning an item or bagging it with 95% accuracy. Other radar-based sensors such as Doppler have been used to record
continuous motions for an individual, which combined with radar cross
section and dispersion features are used as inputs to a machine learning
model to segment and classify various activities [58].
As stated earlier, an ideal activity recognition system is able to learn different kinds of activities with minimal training. Wu et al. deployed microphones in the environment, and cluster various sounds they hear over
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Figure 2.2: The RF radar sensor encased in a 3D printed mount placed
under a surface (left). Sensor data as projected into a spherical coordinate
system. Image credits: [57]
time [59]. It is a self-supervised model that learns activities over time, and
when conﬁdent that a set of sounds belong to a singular activity (or cluster), it labels it via a one-shot interaction with the user.
Roy et al. used a combination of ambient sensors and personal devices
from users in an environment to recognize complex activities of daily living [60]. They demonstrated that motion sensors mounted on the ceiling
combined with data collected from smartphones can be used to effectively
recognize activities such as cleaning, cooking or taking medication. Others have used an array of ambient sensors such as motion sensors, temperature sensors, pressure sensors on couches and beds, reed switches on
doors and ﬂoat sensors in bathroom to detect activities of daily living [61–
63].

2.2.3

Infrastructure-Mediated Sensing

Another popular approach for privacy-preserving sensing has been leveraging the inherent properties of the infrastructure in the environment to
detect, track and recognize various activities.
For example, Wang et al. monitor the change in WiFi signals over time
due to reﬂections from human body and model those changes to detect
activities [64]. They are able to distinguish between activities of daily living such as walking, falling and sitting down. WiFi signals are also useful
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as a privacy sensitive platform for activity recognition at scale. They can
be used to accurately count the number of users present in an environment [65]. And, the variance observed in channel state information from
WiFi signals can also be used to distinguish between simple actions such
as walking, running and moving hands for multiple users in the same environment [66].
Other work includes using single-point sensing solutions such as microphones [67] and pressure sensors [68, 69]. to track and monitor the water
usage of each ﬁxture in the house. Alternatively, researchers have developed speciﬁc water activity sensor consisting of a power harvesting circuit
and a piezoelectric sensor that can sense similar activities but with less
utilization of resources [70]. Similarly pressure sensors mounted on the air
ﬁlter or the HVAC system typically found in buildings can be used to determine the movement of individuals across different rooms [71].
Furthermore, infrastructure mediated sensing can also be used by creating our own signal and tracking it throughout the house. For example,
two modules installed at the extremes of the house that transmit a low
frequency signal can be used by receiver tags in different rooms of the
house to not only share their location (e.g., object tracking and positioning
through the house) but also enable novel interactions [72, 73]. Similarly, another sensor installed on the powerline can use the unique pattern of electric noise generated when devices are in use (e.g., ﬂicking a light switch) to
recognize when they are in use [74]. Furthermore, the electromagnetic
interference (EMI) signature of these devices is also unique [75] and can
be used to build an automated single point sensing event detection system [76].
The characteristic EMI signature generated by these devices not only
can be tracked through the aforementioned sensing systems, but can also
be used to turn the device into a sensor itself. For example, LightWave
monitors the changes in the EMI signature and uses the changes in impedance
caused by proximity to a human hand to classify and detect hand gestures [77]. This novel approach allows unmodiﬁed light bulbs (infrastructure) to now act as sensors that can recognize human gestures and enable
novel interactions. The same principle was also used to demonstrate that
the human body can act as an antenna, receive the EM noise present in a
user’s environment, and can be characterized to detect human gestures
on uninstrumented walls across a home [78].
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Finally, there has been some exploration into leveraging the physical
space and making it interactive too. Wall++ uses patterns of large electrodes painted on the walls of a room using conductive paint to detect
user interactions via mutual capacitive sensing, and know which appliances are turned on via airborne EM sensing [79]. This improvement in
context awareness allows richer activity recognition at scale within indoor
environments. After summarizing the prior work in sensing techniques, I
next look at the next challenge of sensing at scale: user identiﬁcation.

2.3

User Identiﬁcation

We break down prior research for identifying users into three categories:
(1) using facial recognition; (2) using custom hardware; and (3) using video
and IMU fusion techniques. We discuss the advantages and shortcomings
of each approach.

2.3.1 User Identiﬁcation By Facial Recognition
As stated earlier, one of the most common biometric based techniques to
identify an individual in a group is facial recognition. It has gained prominence with new techniques to improve the quality and robustness of this
technology [80, 81]. In fact, with sufﬁcient data, it is robust enough to be
used in some countries to identify jaywalkers on a street crossing and ﬁne
them [82]. In this section, we look at some use cases where facial recognition has been used in the past. There are several applications of facial
recognition ranging from improvements in interactions between human
and robots [83] or improving diagnoses by identifying genetic disorders via
photos [84]. However, we only focus on prior work that uses facial recognition to determine the identity of the user.
A common use case of such technology has been in the classroom setting. Tang et al. used cameras in an intelligent classroom to detect facial expressions, perform real-time evaluation of student performance and
provide feedback to the teacher [85]. Rewari et al. proposed an attendance
system to match the faces as seen through the camera with an existing
database of faces to automatically mark the presence of an individual [86].
Similarly, Monteiro et al. deployed a facial recognition system in a high
school classroom [87]. It compared the faces of students with an image

2.3 User Identiﬁcation

15

database collected by the school to mark their attendance and manage
access controls to different classrooms.
Similarly, facial recognition is becoming more prevalent to provide access controls to private objects in a public space such as your car [88] or
enabling door access [89] in an ofﬁce. Del Rio et al. examined facial recognition as an approach to build automatic border control gates. Finally, facial recognition has been at the forefront of surveillance systems [90]. In
fact, with a growing number of devices with a camera such as drones, prior
work has leveraged them to improve the surveillance state [91].
Such systems rely on accurately determining facial landmarks, and thus
require high resolution privacy invasive data to be collected. Once, such
data is collected- it can be co-opted for use in other systems without a
user’s explicit consent. This growing lack of privacy is a huge concern for
facial recognition-based systems [92].

2.3.2

User Identiﬁcation Using Custom Hardware

Another prominent technique to identify users in a public environment
is to embed custom hardware on user’s belongings such as name tags
or bags. Mokhtari et al. conducted a comprehensive survey of custom
hardware-based user identiﬁcation techniques between 2000 and 2016 [93].
We present some key highlights and summarize the different techniques
used in the past.
ID-Match uses RFID tags worn by people and correlates their motion
paths with ones observed from a depth camera [94]. Similarly, EyeFi uses
a WiFi chipset embedded next to a camera to capture motion traces. The
observed motion from the camera is used to improve the angle of arrival
estimates of WiFi packets, which are then used to localize users in a shared
space [95]. RF-based ﬁngerprinting has also been used for gait-based identiﬁcation [96–98].
Other approaches include instrumenting different objects in the environment with custom sensors. Hodges and Pollock used RFID sensors
placed on objects such as a coffee maker to ﬁngerprint each user’s unique
coffee brewing pattern to identify them [99]. An accelerometer attached
to different objects has also been shown to be capable of identifying users
in a similar manner [100]. Yamada et al. used pressure sensors mounted
on a chair to distinguish different users based on the differences in their
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seating [101].
Lastly, there has been several prior works that have explored the user
of smart ﬂoors to identify users. Orr and Abowd used a load cell embedded in a ﬂoor tile to measure ground reaction force and build user proﬁles
based on their walking pattern [102]. Ubiﬂoor extended this idea and used
switch sensors to extract walking patterns across the whole ﬂoor and was
able to achieve an identiﬁcation accuracy of 92% for 10 people [103]. Several
ﬂoor-based identiﬁcation techniques have followed since then that use different sensors such as microphones [104], accelerometers [105] and piezoelectric sensors [106]. More recently, a geophone sensor has been used to
detect and capture footstep-based vibrations used to identify users. Pan
et al. were able to identify ten users with an accuracy of 96% with this approach [107].
Despite their ability to robustly identify users, the most obvious challenge with such techniques is instrumentation of the environment. It not
only adds cost, but in some cases (such as a smart ﬂoor) may require regular upkeep. Techniques that instrument objects in the environment, and
not the user with custom hardware also suffer from privacy control issues.
In a shared space, it makes it difﬁcult for users to control the user data/proﬁle
collected by these sensors.

2.3.3

Video And IMU Fusion Techniques For User Identiﬁcation

There has been limited exploration of techniques that have taken the approach of fusing video and accelerometer data for user identiﬁcation. Teixeira et al. used two participants with a network of cameras and an IMU embedded on the belt of one user. Thy used a probabilistic approach to match
the locations from camera with the ones predicted from the inertial sensors. This approach yielded 84% accuracy to distinguish this user from the
other in experiments where the users were instructed to generate motion
trajectories of 4-5 seconds [108].
There have been drastic improvements in the accuracy. CrossMotion
uses a depth camera and the onboard IMU on a smartphone to track and
identify users in a video [109]. It was able to localize a user within 7cm with
a 99% identiﬁcation accuracy. However, this technique was also limited
to a single device, and was not scaled for multiple users in the same en-
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vironment. Cabrera-Quiros et al. built upon this work and used a hybrid
approach to identify 19 real users in a video [110]. They used an overhead
camera, and a badge worn by the users that contained an accelerometer
and a proximity detector. The use of the extra proximity detector allowed
them to divide the crowd of users into subgroups and reduce the search
space for matching the motion traces of the wearable with the camera.
They further demonstrated their robustness by creating virtual users from
the 19 real motion traces collected during evaluation and accurately identifying 79% of the virtual users.
These techniques either require more sensors (e.g., proximity detector)
or are limited in their evaluation. The goal of our work is to make a deployable solution that can leverage existing infrastructure and evaluate it in a
semi-constrained environment.
Keep this in mind, there are two systems that are perhaps the closest to our goal. Masullo et al. improved upon prior work and used only
2D information from a camera with an accelerometer to identify 10 users
with an average accuracy of 76% [111]. While their overall accuracy is lower
than prior works, they were able to do so with a regular camera and IMU
and achieve user identiﬁcation over short clips of only 3 seconds. Finally,
Henschel et al. used the orientation measurements as observed from the
IMU and the camera to identify 8 users playing soccer with an accuracy of
91% [112].
We have discussed sensing and user identiﬁcation methods that are
largely based on machine learning methods that typically require a large
volume of data. One of the most prominent techniques to overcome the
issue of lack of labeled data is domain adaptation; a technique in which
labeled data from one modality/domain is used to train another. In the
next subsection we look at some examples of the same.

2.4 Heterogeneous Domain Adaptation
Most prior work on domain adaptation assumes that data of different domains are of the same dimensionality or are drawn from the same feature space [113–115]. However, this assumption may not hold for many applications. Consequently, recent work has witnessed a rise in heterogeneous domain adaptation (HDA) techniques, which tackle the incongruity
of source and target feature spaces by mapping features into a common
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and closer subspace [116, 117], or exploiting the correlations between features [118], or directly transforming data from one domain to the other [119,
120]. Although these approaches have shown promising results, they still
suffer from challenges. While mapping features into a predeﬁned subspace may lead to the loss of shareable information, feature translators
which attempt to synthesize target data that follows source domain distribution (or vice-versa) are domain-speciﬁc and often difﬁcult to be constructed in real-world applications. Moreover, most existing HDA methods
simply learn multiple binary classiﬁers by adopting a one-vs-rest strategy
to achieve multi-class classiﬁcation [121–123]. This hinders the full exploration of the underlying structure among multiple classes in the target domain. Lastly, an additional layer of heterogeneity comes into play when the
source and target domains belong to different modalities. Cross-modal
domain adaptation approaches have succeeded in transferring knowledge
between modalities like vision and sound [124], text and vision [125], vision to inertial data [126] and inertial signals to video [116]. Even though
these approaches work well, they are limited by their need for paired, synchronous instances in both domains (e.g., [116]). Despite this limitation,
there are some key takeaways from these proposed techniques. Most importantly, that it is possible to robustly knowledge transfer between two
different modalities/domains by learning a latent shared representation. In
fact, some of these works were even able to use lower dimensional modalities such as IMU to knowledge transfer onto a higher dimensional modality
such as videos.
Next, we focus speciﬁcally on what is perhaps the closest prior work to
my thesis project. The following techniques have used different modalities
to train the doppler sensor for learning human activities. Vid2Doppler [127]
and Cai et al.’s work in RF sensing [128] uses videos, detects and tracks humans in them, reconstruct a 3D mesh and use them to generate a synthetic signal that can be used to train the doppler sensor. In fact, these
approaches have been shown to work robustly and accurately without the
need for labeled paired synchronous data. However, they have a severe
limitation. The use and reconstruction of 3D human pose means that the
videos that can be used as a source need to have full human body visible
without any occlusion. This signiﬁcantly reduces the size of publicly available labeled datasets that can be used by these two approaches.
Another very successful approach to reduce the data labeling cost for
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the doppler sensor uses audio as a source modality to teach the doppler
sensor [129]. This approach converts the doppler spectograms into pseudoaudio representations using a generative adversarial network (GAN) and
then uses a pre-existing sound classiﬁer to classify activities. This approach
is an improvement over other approaches since it is neither limited by signal occlusion issues, nor does it require paired synchronous layer. However,
the system still requires a larger amount of initial data to build a model that
can convert the doppler spectogram into its pseudo-representation. They
used a dataset of 1109 spectograms across six activities where each spectogram with each sample collected over a period of 5 seconds. Again, the
data labeling cost for a wide range of activities inhibits the use of this approach.
Based on our learnings from prior work, it is clear that generating synthetic data or pseudo-representations overall performs better as a technique, but also presents severe limitations. Therefore, in our work, we build
on the idea of a shared latent feature subspace that shares the knowledge
of the source domain while also preserving the target domain characteristics. We achieve the same using a minimal, asynchronously labeled target
dataset which is modeled by a multi-objective optimization learning approach that simultaneously constrains the domain confusion and multiclass classiﬁcation loss, thus overcoming the majority of the challenges
outlined in this section.

CHAPTER 3
MY APPROACH
Activity recognition is a crowded research space, and many sensing systems have been proposed to build the ultimate ubiquitous system. In this
thesis, I argue that there are limitations to using personal devices such
as smartwatches or smartphones for activity recognition. In response, I
present a co-evolution of robust algorithms for ambient sensing and strategies to mitigate common challenges that are unique to sensing activities
using sensors and devices in the user’s environment.

3.1 Key Characteristics Of Practicality
I identiﬁed and focused on two key characteristics of a practical sensing
system in this thesis. Arguably, there are several facets of what makes a
sensing system practical, but based on prior work and drawing from my
own experience, I focused on the following key characteristics in my work
while solving the ambient sensing challenges outlined in Chapter 1:
1. Deployability: Typically, a lot of the sensing systems are tested in
the lab in constrained or near ideal conditions. It shields these approaches from challenges that may occur in an in-the-wild deployment. To achieve practical sensing at scale, I focus on deployability
of my work by rigorous testing in unconstrained and semi-constrained
environments.
2. Unobtrusiveness: A practical ambient sensing system would require
zero (or minimal) interaction from the user. It includes no calibration
steps or initialization gestures. The ideal system should automatically
detect, recognize and track user activities with minimal input from
21
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the user. All of my work in this thesis require zero calibration or initiation by the user. The only interaction a user may have to do is to set
their privacy preference for identiﬁcation and sharing data.

3.2

Summary Of Explored Approaches

The most obvious question for my work is what if we could eliminate the
limitations of mobile and wearable sensors instead of moving to an environmentcentric approach? I sought to answer to the same question. I ﬁrst started
to explore if sensing and interactions can be improved by removing some
limitations of personal devices. A smartwatch is inherently limited in its
functionality by its restrictive position. It leads to issues such as limited onehanded user interactions and user fatigue for sustained interactions [130]. I
remove this limitation by building a detachable smartwatch [131]. The extra
ability to rotate and hold the device in different positions opens up several
new possibilities as shown in Figure 3.1. One example of such an activity
is improved ﬁtness tracking, where a detached watchface can be placed
on the ‘right’ body part while performing a speciﬁc exercise. This semiautomated approach leads to an increase in performance and reliable de-

Figure 3.1: (Top Row) In its default state, the watch on wrist can only be
used by one hand. If the watchface is then detached: (Bottom Row) Three
different uses of a detachable watch are shown; (1) mobility: ability to use
the watch in both hands; (2) heterogeneity: the ability to morph into a better sensor like attaching it to the shoe for better gait analysis, and (3) docking on bike for navigation.

3.2 Summary of Explored Approaches

23

tection of the exercise, but it also introduces a new challenge: user burden.
The need to put the detached watchface in different locations is cumbersome and another extra step a user has to perform before every exercise.
It makes it obtrusive to use. There is a trade-off between reliability and
user burden in personal device approaches.
I move to ambient sensing and using the same use case of ﬁtness tracking, I demonstrate that ambient sensing approaches can be used to have
both high reliability and zero user burden. I present Gymcam [17], a passive exercise tracking and recognition system that uses a single camera to
track multiple users at the same time(Figure 3.2). It leverages the insight
that almost all repetitive motion in a gym represents some form of exercise. Such motions can be readily captured by a camera, despite heavy
occlusion, and used to segment and recognize various simultaneous exercises. I evaluated Gymcam in the university gym over a period of 5 days
without any intervention for a truly unconstrained testing. The system also
requires no feedback from the user and can automatically detect up to 18
exercises with an accuracy of 85%.
Even though I have demonstrated high reliability in capturing and tracking the exercise, attributing it to a speciﬁc person in a room of 100 users
is still an outstanding challenge. Next, I worked on MotionID [18] to explore the interplay between environmental sensors and personal devices
of users in a space to address user attribution in a privacy-preserving man-

Figure 3.2: Multiple users doing various exercises being tracked using a
single camera using Gymcam.
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ner. Currently, we are able to identify each user individually in a group of
2-8 people by observing and correlating (just) their motion from a camera and a smartwatch with over 95% accuracy. MotionID was tested across
three different activities (volleyball, dancing and poster sessions) with minimal instructions from the researcher in an unconstrained environment
across several sessions recorded over multiple days. Despite only subtle
differences between users’ motion for the same activity, our approach is
able to capture these small differences for robust user identiﬁcation. The
user only needs to turn on tracking when they want to be tracked akin to
common features such as location sharing on a smartphone.
These systems demonstrate robust algorithms for ambient sensing in
an unobtrusive manner. The high performance of both systems also shows
resilience to change in environmental conditions.
While both Gymcam and MotionID rely on cameras, I sought out efﬁcient methods to train a large machine learning system without incurring
signiﬁcant labeling cost. Due to its popularity, videos have an extensive library of datasets but the larger problem of training an ambient sensor still
persists. Therefore, I shifted my focus to explore how would one train a new
ambient sensor that does not share the same luxury of extensive datasets.
One such sensor is the doppler radar. It’s ability to measure motion in the
environment makes it a suitable privacy preserving (by default) alternative
to the use of cameras in Gymcam and MotionID. The same functionality
can potentially be replicated using a doppler sensor without the need of
a information-rich camera. Thus, to solve the problem of data labeling, I
showcase IMU2Doppler- an approach to build activity recognition models
for the doppler sensor using labeled data from IMU.
I also brieﬂy touch upon the privacy-centric approach taken to develop
the sensing algorithms. As stated earlier, privacy is a big concern with ambient sensors such as cameras and microphones. Microphone based products such as Amazon Alexa have improved their privacy using wake words.
A system that listens, processes the sounds but does not keep any information until a speciﬁc wake word is used. An analogous method for our
camera-based systems is a hard problem. It requires the camera system
to reliably detect a speciﬁc gesture. A subtle and discrete gesture will be
hard to detect, whereas a loud gesture may not be socially appropriate. In
an effort to still preserve privacy, we incorporated it in our design. Both
Gymcam and MotionID use motion proﬁles of users using optical ﬂow and
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pose information respectively. A sensor to capture motion information 1
can replace the camera without any loss of performance. We also provide the user with more control over who tracks them using MotionID. If
the data sharing is turned off, the system cannot determine the identity of
the user. To better understand how these privacy preserving mechanisms
would impact a user’s comfort, we ﬁrst conduct a large scale study to measure the impact of the knowledge of an underlying sensing mechanism on
a user’s preference.

1

https://www.racedayquads.com/products/matek-3901-l0x-optical-flow-lidar-sensor

CHAPTER 4
UNDERSTANDING THE IMPACT OF
DIFFERENT SENSING TECHNIQUES ON
A USER’S PRIVACY PREFERENCES
4.1 Introduction
There has been a meteoric rise in sensors to infer context, recognize human
activities and build smarter environments. Faster computation, network
resources and smaller form-factors have led to rapid deployment of sensors to build smart environments. Despite a vast literature that explores
the privacy preferences of users especially with personal devices [132–134],
the privacy expectations and impact of different kinds of sensors in a smart
environment (shared or otherwise) have not been investigated as deeply.
One of the more information-rich yet privacy divisive sensor is a camera.
Cameras traditionally used for security and surveillance, now have been
shown to be capable of recognizing context [135] and track a wide range
of activities [17, 136, 137]. However, this information-rich sensing capability of a camera is also perceived as a privacy nightmare [138, 139]. While
prior work has established the relationship between cameras, data type
collected, data sharing practices etc. in different environments [27, 140],
one critical piece that has currently not been studied is the impact of the
’knowledge of the underlying activity recognition mechanism’ on a user’s
privacy preferences. Prior work has discussed how privacy concerns in
sensing and interaction technologies need to be understood and discussed
in detail [141]. And, there have been improvements in sensing and interaction technologies since then too. Newer sensing algorithms employ techniques such as optical ﬂow [142] or pose detection [143] to track user ac27
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Figure 4.1: Figure showing four different camera sensing techniques: (A)
optical ﬂow; (B) pose detection; (C) thermal imaging; and (4) RGB imaging
tivities [17, 144, 145] that obfuscate personally identifying information by
default as opposed to prior ’blurring’ techniques that don’t preserve privacy [146].
In this work, I examine how three camera-based techniques (both software and hardware) that can obfuscate personally identifying information
inﬂuence the privacy perception of the user. The three techniques used in
our work (Figure 4.1) are described below:
1. optical ﬂow: This software-based technique allows a camera to track
the motion of moving objects in a scene. It tracks a pre-deﬁned number of pixels across the video and tracks movements of objects as they
shift between the pixels of the video. It allows a camera to recognize
activities based on just the motion without using any identifying information from the scene (e.g., exercises in a gym [17]).
2. pose detection: This software-based technique allows a camera to
track human bodies by approximating the position of different body
parts and reconstructing a body pose (or skeleton ﬁgure) from them.
OpenPose provides a more detailed explanation of how pose detection works [143].
3. thermal imaging: This hardware based technique uses a specialized
thermal camera that is capable of recording images using infrared radiation in the range of 1,000nm - 14000nm. Broadly, higher temper-
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ature objects emit higher radiation and thus, this imaging technique
can be used to capture the variance in temperature across a room.
We employ a mixed-methods approach. We ﬁrst conduct qualitative interviews with 10 participants to better understand their existing relationship (if any) with cameras in their house. We probed the participants on
their current privacy preferences, utility of the sensors and factors that may
inﬂuence their perception. Next, we demonstrated that three camera-based
obfuscation techniques to the participants and recorded their feedback towards the use of those approaches with regards to privacy and utility.
We analyze the semi-structured interviews using thematic analysis [147].
The key results from this ﬁrst study are:
1. There was an improvement in trust with camera based sensing when
optical ﬂow and pose tracking techniques were used. Thermal imaging received mixed response with participant viewing that option as
only a marginal improvement.
2. There were two contrasting approaches when a subject purchases
a camera; the ﬁrst prioritizes functionality over privacy whereas the
other group takes a privacy-ﬁrst approach. This trade-off is an important dimension to understand how different sensing techniques will
impact privacy preferences.
3. Users had varying levels of comfort with cameras in different environments. A substantial number of participants were okay (and some
even expected) to be recorded in public spaces but all participants
were privacy conscious in their home. This result corroborates prior
work in this area.
Next, we use our results from study one and relevant prior work [23, 27,
28] to design an online vignette study (conducted on mTurk with 633 participants) to identify how the knowledge of the underlying sensing and
obfuscation mechanism may inﬂuence the privacy perception of uses. Our
survey demonstrates that if a user is made aware that a camera is using a
privacy preserving sensing mechanism (optical ﬂow, pose detection), then
it signiﬁcantly enhances the trust and comfort of a user with the device
regardless of the location.
Our work establishes a new factor that inﬂuences the privacy preferences of users, and one that is increasingly becoming more important with
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the advent of ambient sensing techniques. With the increase in number
of sensors in shared spaces, our work could prove crucial to building trust
between the user and the environment, facilitating machine learning powered services and improved user experience.

4.2

Mixed Methods Approach

We took a mixed-methods approach to explore how the knowledge of an
underlying sensing mechanism may inﬂuence the user’s privacy perception of cameras. In our approach, we ﬁrst conducted a qualitative study to
unearth user attitudes towards cameras and validate our hypothesis that
knowledge of different sensing techniques does in fact inﬂuence a user’s
privacy perception. The qualitative interview focused mainly on understanding the current privacy attitudes towards cameras as sensors, user
practices surrounding this sensors and their comfort with a public camera
in a shared space.
Based on our ﬁndings, we developed a large scale vignette study to determine the relationship between factors listed in Table 4.1.

4.3

Study 1: Qualitative Interviews

4.3.1 Pilot
We ﬁrst developed a list of around ten questions to capture the privacy
preferences of users with cameras as sensors in their house and shared
spaces such as gyms or malls. We conducted the pilot with two participants where one participant was currently using cameras for home security purposes and the other did not employ cameras as sensors in their
house. Based on their responses, we reﬁned our questionnaire to include
probes about practices users may follow to maintain their privacy. For example, the participant with the camera exclaimed that despite knowing
that their video feed was encrypted, they would unplug the camera when
they were at home as an additional precautionary measure. Based on the
pilot interviews, we also added another question to ask the participants
about perceived utility of the three new camera-based techniques shown
to them. While a technique might be more privacy-preserving and per-
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ceived as safer, it might not be suitable for the speciﬁc tasks that the participants were interested in tracking.

4.3.2

Study Procedure

We conducted 10 semi-structured interviews to elicit how participants currently use cameras as sensors in their house. We probed them on the expected utility, their privacy concerns, preferences and current practices.
We also probed them on their privacy expectations in shared environments
(e.g., gym and mall) where cameras may be used to track certain activities. Next, we showed the participants three camera-based techniques
that used for activity recognition but may obfuscate personally identifying
information. These techniques are: (1) optical ﬂow; (2) pose detection and
(3) thermal imaging. We showed an example video of a person performing
activities in the house and the output video if recorded using the aforementioned techniques (Figure 4.1). All techniques were shown together
before we asked the participants any questions about their privacy preferences. This parallel prototyping method [148] has been shown to produce
better results and feedback from participants.
The interviews were conducted remotely using audio-video conferencing tools. Each interview lasted 40 minutes on average.

4.3.3

Participants

We used snowball sampling to recruit interviewees. We tried to balance
participants in age, gender, and their technical expertise. The participants’
[5 male, 5 female] age ranged from 22 - 40 (avg. = 29.3, std. dev = 5.94).
We conducted an initial screen to assess the participants’ security attitudes. SA6 is a self-report survey shown to accurately capture security attitudes [149]. The SA6 score of our participants ranged from 1.3 - 4 (avg. =
3.08, stdev. = 0.81). This is slightly lower than the US average sample of SA6
scores but our range covers participants with varying security attitudes.

4.3.4 Data Collection And Analysis
All interviews were audio recorded and transcribed by the authors. We
performed open coding on the transcribed interviews to identify major
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themes in the data. We used thematic analysis [147] and identiﬁed three
major themes that inform not only how our participants perceived the
privacy-preserving activity recognition methods, but also their attitudes
towards a camera in different environments.

4.3.5 Findings
Based on the thematic analysis from the data collected in this initial interview study, we present three key ﬁndings. First, we report our ﬁndings
on the additional comfort enabled by the knowledge of the three sensing
system techniques presented in this study. Next, we discuss how our participants evaluated privacy risk against the utility of the camera for their
respective needs. We also discuss the current practices employed by our
participants to maintain their privacy comfort. And ﬁnally, we discuss the
mixed response attitude of our participants towards privacy concerns with
cameras and how it varies across different environments.
Impact of Sensing Technique on Privacy Comfort:
3 out of 10 participants were familiar with all of the presented sensing mechanisms shown int he study whereas an additional 3 were familiar with a
subset (most commonly, thermal imaging). When asked about their comfort with different techniques, all participants exclaimed that pose detection and optical ﬂow would make them feel more comfortable compared
to thermal imaging and the standard information-rich RGB video feed.
Thermal imaging received a mixed response from the participants. 4 out of
10 participants stated that while they thought thermal imaging was more
privacy preserving than a standard rgb feed, they did not feel that it offered
enough ’protection’ that they would consider it a signiﬁcant improvement
over the standard video feed. Whereas all 10 participants agreed that the
other two mechanisms were a signiﬁcant improvement in terms of privacy
over the standard feed and thermal imaging.
For example, one participant [M, 36] stated, Yeah, for me, I am most
comfortable with the slide 4 [pose detection]. And my second most comfortable would be slide two [optical ﬂow]. [...]. Slide three [thermal imaging] is the same as slide one [raw video feed], because it does capture as
much data; because it capture[s] the background, [and] objects as well.
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To further explore this dimension, we also probed the participants about
what kind of activities (cooking, if fans/light were left on, exercising, watching kids and elderly etc.) they would wish to track around the house and
how useful would such a mechanism would be for some of these activities. Despite not have the technical expertise, the participants were able to
grasp the underlying working of each technique from the videos presented
to them and were able to differentiate why one technique would provide
more utility over another. For example, one participant [M, 35] correctly
identiﬁes that while a motion based technique like optical ﬂow would be
suitable for tracking if the fan was on, it will not be able to track if the lights
were left on. Another participant [M, 27]stated that they would want the
full rgb video feed for home security purposes in case they want to identify an intruder, but would like to have the option of switching modes to
a privacy-preserving technique when they are at home and use the camera to track home activities. The trade-off between utility and privacy is
hard to navigate but there is supporting evidence from our work that the
knowledge of the underlying sensing mechanism can improve the privacy
comfort of cameras in a house.
Even though comparing perceived utility and privacy is not the focus of
this work, it helps us further expand how two similar cameras with differently programmed sensing techniques may be perceived. If a more privacy
preserving sensing mechanism (e.g. on-camera pose detection) is able to
provide the same utility for speciﬁc use cases, it may become a viable option for some. In fact, one user [F, 24] stated the following about using pose
detection for exercise tracking (a utility they cared about): So, I will feel
comfortable putting it in a corner where I exercise and not worry about it
being turned on all the time. which is in contrast to the current behavior
of our participants.
In fact, 4 out of 10 participants agreed that they would be okay keeping
the video on if a more privacy preserving mechanism was being used by
the camera.

Privacy vs Utility:
5 out of 10 participants in our study currently owned a camera that they
use primarily for home security and as baby monitors. We asked these
participants about their decision making process when they purchased
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the camera. 3 out of 5 participants reported that they evaluated the utility
of the camera service video quality, data storage, easy to use accompanying app etc.) and then looked for common security measures such as
encrypted video feeds. The other 2 participants reported taking a privacyﬁrst approach where they sought out tech reviews, tech specs pertaining
to security and privacy. Their rationale was that most products catering
to a speciﬁc need (e.g., baby monitoring) would provide similar functionality. Hence they prioritized sorting their preferences based on the security
ﬁrst. This brings out an interesting dynamic between privacy versus utility.
While one group optimizes for utility and is satisﬁed by an acceptable level
of privacy measures; the other group maximizes for privacy and is comfortable with an acceptable level of utility.
Despite this early difference between the purchase-making behavior,
all 5 participants reported using additional measures to improve their privacy comfort in the home. All 5 participants reported that they either physically unplug/turn off the camera when they are at home. A common reason cited by the participants was that they don’t want to the camera to
inadvertently record compromising videos and/or the utility of the camera
as a home security system is minimal if the owner is at home.
One user said [F, 29], ”No I physically turn it off when I’m at home, and
whenever it’s on it’s always connected to the internet, because that’s how
the app interacts with the camera. [The] reason is, there might be some
hacking, and someone might gain unauthorized access to the feed, that’s
the main reason I keep it turned off. Yeah, just to avoid any unauthorized
access to when I’m actually at home. That’s the main point.”
Another user exclaimed [M, 35], Yeah, I don’t want the camera in my
house to see me walking around naked all the time, that sort of thing.
Despite each participant owning a camera that met their own bar for
privacy and security standards, we saw practices such as these that instill
an extra sense of comfort in users. This lack of trust is a key ﬁnding from our
interviews. However, in some cases this impacts the utility of the camera
as well. Two participants reported that sometimes they would forget to
turn the camera back on before they left the house, making the camera
obsolete for security purposes.
I have to remember to turn it on, which is like, 10% of the time actually
remember. [M, 27]
This trade-off between privacy and utility is an interesting dimension
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that needs to be studied in more detail. However, it is clear that privacy
preferences are impacted by the knowledge of the sensing mechanism;
and for certain use cases, the knowledge that a camera system is programmed to use a certain technique can factor into the decision-making
process for a user’s purchase.

Variance of Privacy Preferences Across Environments
Unsurprisingly, it was evident that there was a lot of variance in people’s
attitude towards cameras depending on the location. 6 out of 10 participants shared that they assume they are always being recorded in public
and if they are in a public space such as a mall, they do not care if there is
a video camera that is recording them. However, upon further probing 4
out of those 6 participants stated that they would not want to be recorded
in places such as gyms or workplaces without knowing what the data is
being used for. This result is corroborated by prior work in this area [150].
When we further probed these participants about why the location makes
a difference, each participant had a different response/reasoning. For example, while one participant [F, 30] was comfortable being recorded while
at work; they did not wish the gym to have access to their exercise videos in
fear of them being misused for marketing or otherwise. In stark contrast,
another participant [M, 24] did not care about them being tracked at the
gym but did not want their supervisor to track their every move at work.
The remaining 4 participants said that while they would ideally prefer
not to be recorded, the limited control over a public space leaves them
helpless. All 10 participants shared that they would at least like to know if
a camera is actively recording them; and only 4 participants cared about
knowing the purpose of the data collection.
We also probed the participants on their thoughts about receiving smartphone notiﬁcations about the presence of a camera if they enter a new
space. In fact, 2 participants brought up this idea even before the interviewer could probe them. All participants reacted positively to the idea
and 2 participants stated that they would like to receive this notiﬁcation
only the ﬁrst time they enter a new space whereas the other 8 participants
stated that they would like to receive such a notiﬁcation the ﬁrst time and
every other time there is a ’signiﬁcant’ update that impacts their privacy or
consent in any form.
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While most participants were comfortable with a camera in a public
space, the most important takeaway from these ﬁndings is the variance
seen in how people react to cameras in different environment. This study
also reveals that the underlying sensing mechanisms can help mitigate
privacy concerns in different scenarios. For example, knowing that the optical ﬂow technique is only being used to track movement to control lights
and/or possible accidents in a workplace; it might mitigate privacy concerns of an employer tracking the employees every single move.

4.4 Study 2: Large Scale Vignette Study
To further conﬁrm our hypothesis at a larger scale, we conducted a withinsubjects vignette study on Amazon MTurk with 633 participants. We showed
each participant 5 different vignettes with different data collection scenarios. We varied the factors listed in Table 4.1 in the vignettes. Each factor was
chosen based on our data from qualitative interviews to determine how
an individual’s privacy preferences would be impacted by the knowledge
of the sensing algorithm; and which algorithm would be more suitable for
varying locations.
After accepting the MTurk HIT, the participants were directed to a survey link where they were shown the vignettes. The vignettes were structured consistently and followed the same order of factors each time starting with the location and ending with an example view (except the no algorithm scenario). An example vignette is presented below. The variables
are shown in bold.
There is a camera in your workplace. It knows your identity. When you
enter your workplace, you receive a notiﬁcation on your smartphone:
A camera in this space uses thermal imaging to track users. An example view of what the camera sees is shown here:
From all possible combinations of factors in a scenario, we created 8
subsets of 5 scenarios where each subset contained all levels of a factor
at least once. Each participant viewed one subset chosen randomly (with
even distribution). The ordering of scenarios was also randomized.
For each scenario, the participants were asked if they were comfortable in the scenario (5-point likert scale). We also asked the participants
if they would allow the data collection in the described scenario and how
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Factors
Location
Algorithm
identity known
notiﬁcation type
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Levels
(1) own house, (2) friend’s house, (3)
workplace, (4) mall
(1) raw image (regular rgb camera), (2) thermal imaging, (3) optical
ﬂow, (4) pose detection
(1) knows identity, (2) does not
know identity
(1) notiﬁcation about presence of
sensor with algorithm and image, (2) notiﬁcation about presence
of sensor without algorithm mentioned.

Table 4.1: Table showing all factors and their corresponding levels used in
the vignette study
useful was the notiﬁcation. We also probed the participants on additional
questions such as what kind of data would they be comfortable sharing
and why. At the end of all scenarios, the participants were asked summary questions. We questioned the participants on how difﬁcult was to
understand the camera tracking technique (sensing algorithm) from the
notiﬁcation. We also asked them about what information would they seek
from a notiﬁcation like this. Lastly, we collected demographic information
from the participants.

4.5

Results

Our survey was completed by 644 participants. We removed the answers
of 11 participants because they took less than 5 minutes to ﬁnish the survey whereas the average completion time was 14 minutes. Our results are
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Figure 4.2: Figure showing participants comfort level across different levels of locations and different levels of sensing algorithms
computed based on the remaining 633 responses. Participants were required to be from United States, have an approval rate greater than 98%,
and a minimum of 500 approved HITs. The participants were given $2 for
their time. According to our demographics, our survey was taken by 352
males, 269 females, 4 non-binary and 8 unspeciﬁed. The median age of
our participants was 26 (stdev = 11.68).
In our survey, after describing a scenario (vignette)- we asked the participants how comfortable do they feel in a given scenario. Figure 4.2 shows
the general distribution of participants’ comfort level across location and
sensing algorithm. Unsurprisingly, participants were most comfortable
with having a camera in their own home (not factoring the sensing technique). This can be attributed to the control they exert over the device if
they own it and the environment it is placed. While participants in our
qualitative were more open to being tracked in a mall, as opposed to a
workplace; our survey participants rated them almost equally when the
sensing technique is not factored in.
Next, our results from the qualitative interviews were substantiated in
the vignette study with optical ﬂow and pose detection being the most
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Figure 4.3: Figure showing participants’ comfort level with different sensing techniques in different locations. The value represents percentage of
people that chose 4 or 5 on the comfort 5-point likert scale for each of those
conditions.
preferred method followed by thermal imaging and the regular rgb camera placing last on the comfort scale (Figure 4.2). This means regardless of
the scenario, our participants felt more comfortable in the privacy-preserving
sensing techniques that do not capture as much information compared to
a regular raw image/video.
Now, we explore the relationship between the various factors in our
study. Figure 4.3 outlines the comfort level of participants with different
sensing techniques across different locations. We calculated the percentage of participants that chose 4 (somewhat comfortable) and 5(extremely
comfortable) on the 5-point likert scale for scenarios that had an interaction between the values presented in the ﬁgure (location x algorithm). We
can see that all techniques were comfortable for participants when the device was present at their own house. While optical ﬂow and pose detection
ranked much higher, even the full rgb image capture was comfortable for
at least 50% of the respondents. We attribute this to the privacy control
that a user has over the device, its policies and the environment. With the
exception of workplace where thermal imaging was the preferred choice
(by a small margin), optical ﬂow and pose detection were consistently the
most valued options.
We can conﬁrm from these results that knowing the underlying sensing mechanism indeed inﬂuences how comfortable a user would be with
a device in a particular environment. We also conﬁrm this by comparing it
to the condition where the algorithm was not speciﬁed. We use a Wilcoxon
Rank Sum Test to measure signiﬁcant differences (if any) between the two
conditions. The results are reported in Table 4.2. As evidenced from the
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Own house
Friend’s
house
Workplace
Mall

Raw Imaging / No
Algo
p=0.81
p=0.007

Thermal
Imaging
No Algo
p=0.41
p=0.18

p=0.83
p=0.32

p=0.0002
p=0.33

/

Optical
Flow / No
Algo
p=0.001
p=0.006

Pose
Detection / No
Algo
p=0.013
p=0.002

p=0.001
p=0.016

p=0.003
p=0.014

Table 4.2: Table showing results of wilcoxon sign-ranked test when a notiﬁcation with algorithm is compared with the condition where the notiﬁcation does not contain information about the algorithm.
table, optical ﬂow and pose detection signiﬁcantly inﬂuence the privacy
perception of individuals in every location. Combined with the prior results (Figure 4.3 we can infer that the user’s comfort level in the camera
improves when they are informed about these two speciﬁc sensing mechanisms. Interestingly, the notiﬁcation reduced the trust of users in a camera (rgb condition) when the device is at a friend’s house. A possible explanation of this result could be that while users are aware that they are
most likely being recorded in public (also supported by our earlier interviews), they may not expect to be recorded at a friend’s house. Making
users aware of the possibility that a friend may have a device that records
them when they are there may reduce their trust in the scenario. However,
this possible explanation needs further examination.
We did not ﬁnd a signiﬁcant impact of the identity variable in any of the
conditions. There was an average increase of 6% in usefulness of the notiﬁcations when they contained the description of the algorithm, however
the results were not statistically signiﬁcant. When asked in the summary
questions, 76.4% of the participants stated that they were able to understand the camera tracking technique (sensing algorithm) from the notiﬁcation easily (extremely easy or somewhat easy on the likert scale).

4.6 Discussion & Conclusion
Our mixed methods approach veriﬁes that the knowledge of a sensing algorithm inﬂuence a user’s privacy perception and may help build trust in
certain scenarios. We conducted qualitative interviews with 10 participants
and probed them on their current practices and preferences with cameras
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in their house and other locations. We also showed them several different
sensing techniques and captured their feedback on how it inﬂuences their
privacy. Finally, we probed them on other factors that impact their privacy
preferences.
Some of the factors that came up in our interviews have been studied
extensively in prior work [20, 21, 27, 151]. We chose not to include these factors in our follow-up vignette study for two reasons. First, we wanted to
ensure lower number of factors in our vignettes to truly capture the relationship between the camera, location and the sensing algorithm. And
secondly, the relationship between other factors (except the sensing algorithm) is well-established. We acknowledge that understanding the relationship and interaction effects of these factors with the sensing algorithm
is important and would be an important future work.
Our follow-up vignette study with 633 participants provides evidence
that knowing about privacy preserving sensing techniques (optical ﬂow,
pose detection) can instill trust in the users. Both techniques signiﬁcantly
increased trust in users regardless of the location and scenario.
As the prevalence of IoT and devices increases, we must continue to improve privacy awareness. Our work demonstrates that making users aware
of some of the inner workings of a sensing system can massively improve
the trust of users in certain scenarios. Our work also used minimal notiﬁcations to establish a relationship between the factors studied in this paper. We demonstrate that sensing algorithm is one key part of a privacyawareness notiﬁcation in a shared space and is a ﬁrst step in designing
appropriate privacy notiﬁcations for ambient sensing.

CHAPTER 5
GYMCAM: DETECTING, RECOGNIZING
AND TRACKING SIMULTANEOUS
EXERCISES IN UNCONSTRAINED
SCENES
5.1 Introduction
Regular physical workout improves well-being and reduces the risk of obesity, diabetes, and hypertension [152–154]. To maintain overall health and
build strength, the Centers for Disease Control and Prevention (CDC) recommends adults to strength train at least twice a week1 . However, despite
the beneﬁts of regular exercise, most people struggle to maintain steady
progress. This failure is often attributed to lack of motivation and feedback [155–157].
One way to tackle lack of motivation is through gamiﬁcation and tracking [158]. The ability to view personalized data enhances awareness and enables reﬂection of exercise regimens [159]. However, capturing and tracking a regimen is challenging. Manual tracking is most accurate, but this is
tedious for end users. Thus, numerous commercial and academic efforts
have focused on automatically tracking and quantifying physical activity,
the most pervasive being step count captured by a worn device (e.g., FitBit,
Apple Watch, [160, 161]). Nowadays, consumer devices can track some cardio and strength-training exercises using special applications2,3 . These ap1

Centers for Disease Control and Prevention. Physical activity recommendations for
adults: cdc.gov/physicalactivity/everyone/guidelines/adults.html
2
Gymaholic: http://www.gymaholic.me
3
Gymatic: https://itunes.apple.com/us/app/vimoﬁt-auto-exercise-tracker/
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Figure 5.1: GymCam uses a camera to track exercises. (Top) Optical ﬂow
tracking motion trajectories of various points in the gym. Green showcases
points classiﬁed as exercises and red showcases non-exercise points. (Bottom Left) Individual exercise points are clustered based on similarity to
combine points belonging to the same exercise. (Bottom Right) For each
exercise (cluster) GymCam infers the type of exercise and calculates the
repetition count.
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plications generally rely on a wearable’s inertial measurement unit (IMU) to
monitor e.g., arm motion as users perform different exercises. Such techniques can be robust for some speciﬁc exercises, but fail for many others
due to sensor placement where there is limited signal. For example, Maurer et al. found that detecting ascending motion such as climbing stairs is
more accurate when the IMU is attached to the bag than when attached
to a person’s shirt [162]. Similarly, data from a smartwatch is inadequate for
exercises involving other parts of the body (e.g., leg presses). An alternative
is to instrument the exercise machine rather than the user, but that is too
intrusive and also makes free-weight and body weight exercises harder to
track. This presents a need for a method to robustly identify and track a
wide range of exercises that a user might perform, while maintaining the
seamlessness offered by wearable devices.
To this end, we present GymCam (Figure 5.1), a vision-based system
that uses off-the-shelf cameras to automate exercise tracking and provide
high-ﬁdelity analytics, such as repetition count, without any user or environment speciﬁc training or intervention. Instead of requiring each user
in the gym to wear a sensor on their body, GymCam is an external singlepoint sensing solution, i.e., a single camera placed in a gym can track all
people and exercises simultaneously. One camera-based approach would
be to track body motions to detect user pose [163, 164]. However, these
techniques are error-prone due to signiﬁcant occlusion in gym settings
(e.g., Figure 5.2). Thus, instead of attempting to accurately estimate body
keypoints (i.e., skeletons), GymCam leverages the insight that almost all
repetitive motion in a gym represents some form of exercise. Such motions can be readily captured by a camera, despite heavy occlusion, and
used to segment and recognize various simultaneous exercises. We also
found that it is extraordinarily rare for two separate people to exercise at the
exact same rate and time, allowing for robust segmentation even when
users are adjacent.
To develop and evaluate our machine learning algorithms, we collected
data in our university’s gym for ﬁve days. In total, we recorded 42 hours of
video and annotated 597 different exercises. We did not record the number of gym users because our protocol required immediate anonymization
of the data (i.e., faces blurred). Users of the gym were informed that a research team was recording video, but there was no other interaction with
participants, minimizing observer effects (e.g., intentional or unintentional
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Figure 5.2: In gym settings, user pose can be challenging to determine
due to signiﬁcant occlusion.
changes to their routine). We note this problem often affects research
studies where users are aware they are part of an exercise tracking research
study, and the evaluation setting is constrained [12]. We believe this paper
presents the ﬁrst truly unconstrained evaluation of exercise tracking.
The overall process of GymCam is as follows:
1. Detect all exercise activities in the scene (acc. = 99.6%), then
2. Disambiguate between simultaneous exercises (acc. = 84.6%), then
3. Estimate repetition counts (± 1.7 counts)
4. Recognize common exercise types (acc. = 93.6% for 5 most common
exercise types).

5.2

Theory Of Operation

We now discuss the underlying premise behind GymCam that allows it
to: (1) detect motion, (2) cluster motions into separate exercises, and (3)
identify and track individual exercises.
GymCam leverages the insight that almost all repetitive motion in a
gym represents some form of exercise. Even if a camera cannot see an
entire person, it is still often able to see a small part of the body exhibiting
repetitive motion, and can track that body part, linking it to an exercise
later. However, when multiple users are exercising and potentially overlap
in a video, it can be hard for camera-based systems to delineate the exact
boundaries between the exercises – an issue worn sensors do not have to
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Figure 5.3: A wristworn IMU (circled in the photos) is not ideally positioned
to monitor many exercises.
handle. Fortunately, we found it is extremely rare for two users to perform
their exercises at exactly same time, speed, and phase (Figure 5.4). Thus,
by calculating features that capture these dimensions, GymCam is able
to differentiate between simultaneous exercises without any supervised
training data.
Apart from distinguishing different users, there are other challenges
when relying solely on repetitive motion tracking. Foremost, periodicity
can be exhibited by a user’s gait or warm up before starting an exercise.
Secondly, when placed in an unconstrained environment, users tends to
be less deliberate with between-exercise moments (e.g. ﬁdgeting, stretching, walking). These interludes can be quite periodic, and thus indistinct
from exercises. Moreover, in the unconstrained environment of a gym,
users may challenge themselves (e.g. lift challenging weights). Morris et
al. [12] observed that ”self-similarity [or periodicity] may break down in intensive strength-training scenarios. For this reason, more validation of intensive weightlifting is important future work.” We believe that the only
viable approach to solve the problem of variations in exercise and noisy
human behavior, is to collect extensive training data in the user’s actual
workout environment without signiﬁcant observer effect.

5.3

Data Collection

We collected data in the Carnegie Mellon University’s varsity gym over a
ﬁve-day period.
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Figure 5.4: Four users performing same exercise at different phase and
frequency. y-axis shows displacement in terms of pixels.

5.3.1 Participants And Protocol
To ensure a wide, unobstructed view, we placed one camera on a wall at a
height of approximately 4 meters. This placement was also inconspicuous,
aiming to minimize observer effects (e.g., users altering their warm-up or
stretching routine, lifting usual weights). The university’s Institutional Review Board and Department of Athletics ofﬁcials agreed that as long as
videos were immediately anonymized, we did not need signed consent
from participants. Nonetheless, gym users were informed that a research
team was recording anonymized videos and any questions, comments or
objections should be raised to the gym staff (though none did). Thus, gym
users were given no instructions regarding exercises, repetitions, breaks,
etc., and is as close to unconstrained data collection as practically possible.
We used a Logitech C922 camera at a resolution of1920 × 1080 to record
15 frames per second (fps) video. We used a state-of-the-art face detection
algorithm [165] to blur the faces of gym users and anonymize the videos.
After dropping periods when the gym was empty, we had 42 hours of data
spanning 5 days. We hand annotated 15 hours of this video, which contained 597 exercise instances.
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Figure 5.5: Custom video annotation tool. Annotators drew the bounding
boxes, and marked the start and end time for each exercise. They used the
text annotation option to add exercise type and repetition count.

5.3.2

Labeling

To annotate our captured videos, we tested several tools, but found that it
was hard to efﬁciently annotate multiple exercises in the same frame while
simultaneously recording their location, the repetition count and the type
of exercise performed. In response, we built a custom annotation software
(see Figure 5.5).
This software allows an annotator to load a video and use a mouse to
draw bounding boxes around an exercise. The annotator can then edit
the start and end frame for the annotation to correspond to the start and
end of the exercise. The software also provides basic functions such as
play/pause and fast forward at different rates. When the annotator indicates an end frame for a bounding box (i.e. an exercise), the software requests the repetition count. The annotator also has the ability to add text
annotations to each bounding box, recording any notes of interest. We
open-sourced our tool4 , and researchers can easily customize it for their
speciﬁc use.
We recruited and trained two student annotators. They were instructed
to not count any exercise with fewer than 3 repetitions. For exercises such
4

https://github.com/zacyu/exercise-annotation-tool
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as running on a treadmill, elliptical or other cardio machines, the annotators were simply asked to label ”cardio” when asked for a repetition count.
The annotators did not annotate ill-deﬁned periods as exercises, but welldeﬁned warm ups were labeled appropriately.
To allow multiple annotators to work simultaneously, we split each recorded
video into 5 minute segments and the annotators processed these fragments in batches. If any exercises got split across two video segments,
we counted them as two different exercises. This would never occur in
a practical scenario since the input would be a continuous video stream.
However, it was a procedural decision for us to ensure efﬁcient parallelization of effort. The annotation software recorded all annotations as a JSON
ﬁle. These ﬁles could be reloaded, along with their corresponding videos,
to make any post-hoc changes to the annotations if needed. After all exercise start times, end times, and repetition counts were annotated, a single
annotator labeled the exercise types. As there are several variants of each
exercise, and different individuals may call one exercise by different names,
this process ensured quality and consistent labels.

5.4 Algorithm
The goal of our work is to detect, identify, and track exercises, including
when people are only partially visible. In fact, the real test of our approach
is when the user is barely visible, but the camera can merely see a weight or
a handlebar moving. Thus, GymCam starts by identifying all movements,
and classifying them as repetitive or not. There could be several movements in a video that belong to the same exercise (e.g., movement of different limbs, weights, and handlebar), so we combine similar repetitive exercise movements into exercise clusters. Next, for all motion trajectories in
each identiﬁed cluster, we derive a combined trajectory to recognize the
exercise type and estimate repetition count for that exercise (cluster). We
will now describe our pipeline (Figure 5.6) in detail.

5.4.1 Detecting Exercise Trajectories
To detect movement, we start by extracting optical ﬂow trajectories from
our video. We initially investigated OpenCV’s implementation of LucasKanade sparse optical ﬂow [166]. However, the algorithm failed to track
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Figure 5.6: GymCam system architecture.
large, sudden movements and we switched to Wang et al.’s [167] dense
optical trajectory extraction method to process all motion captured by the
camera. For every video frame, the algorithm generates new keypoints,
which are tracked continuously across frames to produce a motion trajectory. We found a keypoint max lifespan of 11 seconds was ideal for capturing several exercise repetitions, while also managing the processing time
needed to track thousands of points in a video stream.
These motion trajectories are then converted into features and passed
to a classiﬁer. To limit the number of data points, we trim motion trajectories by removing stationary points (i.e., any keypoint that moved less than
4-pixels between frames). We then normalize motion trajectories by their
maximum translation and calculate a feature vector over an (empirically
determined) sliding window of ﬁve seconds, with a stride of one second.
Our feature vector consists of 27 features, a subset of which have also been
used in prior work (see [12, 168]).
• Frequency-based features: Our working principle is that exercises
are more periodic than non-exercises. We use frequency-based features to encode this property:
– Number of zero crossings: We calculate the number of zero
crossings of the keypoint motion trajectory, only in the x-axis, and
only in the y-axis.
– Variance in zero crossings: Exercises will be more periodic and
have a lower variance in zero crossings than non-exercises.
– Dominant Frequency: The dominant frequency of the signal
calculated by frequency transformation.
– Autocorrelation: Autocorrelation characterizes the periodicity of
a signal.
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– Maximum autocorrelation peak: Higher value indicates higher
periodicity.
– Frequency via autocorrelation: The dominant frequency of signal determined via autocorrelation.
– Number of autocorrelation peaks: Unusually high number of
peaks indicate noisy signals, which are more likely to be nonexercises.
– Number of prominent peaks: Represents the number of peaks
higher than their neighboring peaks by a threshold (25%). A greater
number of prominent peaks indicates higher periodicity.
– Number of weak peaks: Similarly, we calculate the number of
peaks smaller than their neighboring peaks by a threshold (25%).
A greater number of weak peaks represents noisy and less periodic motion.
– Height of ﬁrst autocorrelation peak after ﬁrst zero crossing.
The height of the ﬁrst peak after a zerolag provides an estimate
of the signal’s periodicity.
• Non-frequency-based features: Apart from the frequency-based features, we also calculate some non-frequency based features:
– RMS: The root-mean-square amplitude of the signal.
– Span: The span of the motion helps to characterize the intensity
of the motion. We use overall span, and span in both x- and yaxes as features.
– Displacement Vector: Displacement helps us distinguish between exercises and other periodic motions such as walking. Nonexercise motions (such as walking) often have a higher displacement than exercise motions. We use the coefﬁcients of the overall displacement vector, and displacement in both x- and y-axes,
for a total of 9 features.
– Decay: Decay signiﬁes the loss of intensity over time, a characteristic of exercise motions. We ﬁt a line to the observed trajectory
and use its coefﬁcients as features.

We ﬁlter motion trajectories to bias our classiﬁer to minimize false positives, at the cost of lower precision. This is because when an person is
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exercising, not all body parts may be involved in the motion. For example, legs do not move during a bicep curl, so a keypoint on a person’s leg
may be inside the bounding box created by an annotator, but would not
be periodic. Similarly, improper form may cause a point to move while performing an exercise. Thus, not every motion trajectory inside an ”exercise”
bounding box is indicative of actual exercise motion. To protect the classiﬁer from inaccurate training data, we ﬁlter motion trajectories with aggressive thresholds on frequency-based features. By ﬁltering, we only provide
the strongest and most representative examples of exercise trajectories to
train our classiﬁer. However, we do not perform any such ﬁltering while
validating the algorithm.
We use a multilayer perceptron (Scikit-Learn implementation with default hyperparameters) to classify every 5 second window segment of each
keypoint trajectory as an exercise or not. The neural network optimizes the
log-loss function using stochastic gradient descent. To smooth the output,
we take a majority vote of three consecutive classiﬁcations and assign that
as the output for each of those three classiﬁcations. Finally, we combine
all consecutive positive classiﬁcations to construct a motion trajectory that
was predicted as an exercise.

5.4.2

Clustering Points For Each Exercise

Exercises are often captured by many keypoint motion trajectories. Thus,
our next step is to cluster keypoint motion trajectories into exercise groups.
We perform clustering in two steps: (1) use spatio-temporal distribution of
motion trajectories, and (2) use phase-differences between motion trajectories (Figure 5.4).
Given an exercise, the motion trajectories of its encapsulating keypoints
will likely be close to one another in space and time. For space, we bootstrap the clustering algorithm by drawing bounding boxes next to each
workout machine and station. Note, this only needs to happen once at the
start of the system deployment (assuming machine and stations do not
move). These boxes are non-overlapping and are representative of the exercise areas of the gym. Figure 5.7 shows these bounding boxes and also
a distribution of exercises in our dataset.
Apart from spatial distribution, we also investigated the temporal separation between exercises. The exercise keypoints that overlap temporally
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Figure 5.7: An image of the gym with a distribution of all the exercise motions observed across all videos. The white boxes are the manually-drawn
boxes to aid in clustering.
as well as spatially are assigned to the same cluster. However, there is still
a chance that exercises that are close to one another and occur together
will be wrongly combined. To seperate such clusters, we also use phase
information. For each cluster, we compute a phase-based similarity score
between each trajectory-pair. For a pair of points that are not temporally
co-located, the similarity is set to zero, and for others, the similarity is equal
to the phase difference. We then threshold the phase difference (15 degrees) to assign a binary similarity score. In the end, we have a complete
N × N adjacency matrix, where N denotes the number of motion trajectory
points classiﬁed as an exercise. Given such a matrix, we calculate all connected graphs. Each graph denotes one exercise cluster associated with
the nearest bounding box.
At the end of clustering, we combine the trajectories of all keypoints
within a cluster to create a representative, average trajectory for further
analysis (Figure 5.8). More speciﬁcally, we take the average of all the points
within the cluster, accounting for the duration of each point, and smoothing it with a Hann window (size=1 second). This trajectory is used in our
next process: exercise recognition and repetition count.
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Figure 5.8: Individual and combined trajectories for an exercise. The x-axis
is frame numbers (15 fps).

5.4.3

Repetition Count

Once a representative, average trajectory for each cluster is obtained from
the previous step, we calculate the repetition count. To objectively disambiguate actual exercises from warm ups, we disregard any exercises that
have less than ﬁve repetitions in the ground truth annotations. We train
a multilayer perceptron regressor (Scikit-Learn; default hyperparameters)
that uses our frequency-based features for each combined trajectory (as
detailed in section 5.4.1), and outputs an estimate for the repetition count.

5.4.4 Exercise Recognition
Similar to repetition count, we leverage the cluster-average trajectory to
infer the exercise type. We ﬁrst quantize the trajectory into ﬁxed-length
segments as input to our classiﬁer. We then run a sliding window (length
ﬁve seconds, stride of one second) over this motion trajectory. Each window is passed to a multi-layer perceptron classiﬁer (Scikit-Learn; default
hyperparameters) to predict the exercise label, and we take a probabilitybased majority vote over all windows in the trajectory.

5.5 Results
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5.5.1 Detecting Exercise Trajectories
We ﬁrst report the results for distinguishing keypoint motion trajectories
as exercise or non-exercise. For this, we performed a leave-one-day-outcross-validation, which yielded a per-day, mean cross-validation exercise
detection accuracy of 99.86%, with a mean false positive rate of 0.001% and
precision of 23%. Again, we optimized our algorithm to reduce false positives at the expense of precision.

5.5.2

Clustering Points For Each Exercise

There are 597 distinct exercises in our ground truth annotated data. GymCam was able to accurately track 84.6% of these exercises. It also had a
false positive rate of 13.5%, with most errors due to miscellaneous cyclic
non-exercise motion such as warm-ups, rocking while seated, and walking.

5.5.3

Repetition Count

Repetition count accuracy helps in objective assessment of the time overlap between a predicted cluster and its corresponding ground truth match.
We used 5-minute folds for cross-validation and achieved an accuracy of
±1.7 for counting repetitions with a standard deviation of 2.64.

5.5.4 Exercise Recognition
As discussed previously, our data was collected in an uncontrolled environment where participants were not instructed to perform a speciﬁc set of
exercises, and so the distribution of exercise types was not uniform. Participants performed numerous atypical exercises and curating a balanced
training set of conventional exercises from our data was challenging. We
identiﬁed 18 common gym exercises and annotated their instances in our
dataset (Table 5.1). We decided to disregard warm-up exercises because
the annotator labeled many different exercises as ”warm-up”. The remaining 17 exercise types were classiﬁed with an accuracy of 80.6% with crossvalidation across 5-minutes folds (Confusion Matrix: Figure 5.9). The ﬁve
most frequently performed exercise types constituted roughly 69% of our
data. We noticed that a lack of training data caused the less frequently
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Figure 5.9: Confusion matrix for exercise identiﬁcation across 17 exercises.

Figure 5.10: Confusion matrix for exercise identiﬁcation across 5 exercises.
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Table 5.1: Count of different exercise types
Exercise Type
Squats
Deadlift
Benchpress
Arm Extension
Dumbell Benchpress
Shoulder Press
Pullups
Dumbell raises
Pushups
Cardio
Lat Pulldown
Dumbell Flies
Lying Dumbell
Flies
Bicep Curl
Dumbell Raises
Tricep Extension
Dumbell Press
Warmup

Count
126
124
55
56
51
27
24
18
10
9
8
8
4
3
2
2
1
69

seen exercises to be misclassiﬁed. Thus, if we only focus on the most frequent exercises, GymCam recognition accuracy increases to 93.6% (Confusion Matrix: Figure 5.10). Figure 5.11 shows the average identiﬁcation accuracy as the number of recognized exercise types increase. This result
indicates that our approach has the potential to differentiate between exercises based on our feature set, but a larger annotated dataset is needed.

Figure 5.11: Plot showing the accuracy of exercise recognition vs. number
of exercise types

5.6 Discussion and Limitations

59

Figure 5.12: The blue boxes represent ground truth, and the green boxes
represent predicted exercises (clusters) in each image. Left enclosed in
red: Examples of exercises where one exercise gets broken into two separate clusters. Right enclosed in green: Examples of exercises where two
exercises get combined into a single cluster.

5.6 Discussion And Limitations
GymCam provides an end-to-end pipeline to detect, track, and recognize
multiple people and exercises in real-world settings, overcoming issues
such as noisy data and visual occlusion. Based on our observations and
experiences from building the system, we now discuss limitations to our
approach. Besides completely missing an exercise, there are two types of
major failure modes when an exercise is not recognized properly: (1) two
exercises get clustered as a single exercise; and (2) one exercise gets split
into two separate exercises as shown in Figure 5.12.

5.6.1 Reliance On Motion Differences For Clustering
When two or more individuals are exercising close to each other, and exhibit similar motion features such as phase and frequency, the individual
exercise motion keypoints for each exercise may get combined into a single cluster. For example, it may occur during a group workout, when many
people are roughly synchronized. Such cases are unavoidable, and should
be expected to occur in uncontrolled environments. A potential solution
is to augment GymCam with depth or body pose information to improve
spatial clustering of nearby keypoints. Additionally, higher framerate cameras could offer ﬁner-grained phase information (i.e., at 15 fps, participants
synchronized to within 7̃0 ms are indistinguishable).
Secondly, fatigue or improper exercise form may cause a person to show
high variance between repetitions of the same exercise. Such irregular
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movements affects GymCam’s performance as the algorithm relies on phasebased similarity of repetitions of the same exercise. In cases with irregular
movements, the similarity between trajectories decreases, which may introduce clustering errors and cause one exercise to be incorrectly broken
into separate clusters.

5.6.2 Tracking Irregular Motions
The backbone of our algorithm is effective capture of motion trajectories
across many keypoints. One of the most popular approaches to capture
motion trajectories is Lucas-Kanade Optical Flow. While highly regarded
and versatile, in our dataset, the algorithm failed to track exercise motion
reliably. After investigating many failure cases, we realized that the algorithm failed to continuously track a keypoint if a person made sudden big
movement, and instead initialized a new keypoint (not necessarily in the
same location). Trajectories obtained from such keypoints do not contain
sufﬁcient information to classify repetitive and non-repetitive motions. To
solve this problem, we used a variant of optical ﬂow that is more resilient to
irregular movements [167] and allows GymCam to classify individual motion trajectories as exercise/non-exercise with high accuracy (acc. = 99.6%).
It highlights two potential points of failure in our approach: (1) choosing
relevant keypoints to obtain motion trajectories in a frame; and (2) successfully capturing motion trajectories for the duration of the exercise.

5.6.3

User Identiﬁcation

GymCam detects, recognizes, and tracks the exercise, but does not identify the user. Correlating the information between two sensors could be
used to identify users. For example, Amazon Inc.’s Go Stores5 combine information from users’ phones, in-store cameras, and on-the-shelf sensors
to track shoppers and their purchases. Similarly, practical deployment of
GymCam could combine information from either a camera-based identiﬁcation system or correlate data from a user’s wearable device [18] or use
some form of manual identiﬁcation step by the user (e.g., using RFIDs [169]
or QR codes [170] next to each workout station). It is arguable that relying only on pose-tracking might help in detecting the exercises as well as
5

http://www.wired.co.uk/article/amazon-go-seattle-uk-store-how-does-work

5.6 Discussion and Limitations

61

identifying the users. However, our pilot experiments showed that the current state-of-the-art pose tracking approaches were unable to handle the
occlusion challenges.

5.6.4 Viewpoint Invariance
An ideal camera-based system would be viewpoint invariant and not require calibration for every camera position. Considering GymCam uses
some spatial information, it is not entirely viewpoint invariant. For exercise
recognition, we use a simple bootstrapping and each area where users
are likely to exercise is annotated. In a regular gym, where machines do
not change positions, this annotation will be a one-time process. To detect
whether a user is exercising, we only use time- and frequency-based features that do not change with position. Thus, it can be viewpoint invariant
but we have not evaluated it formally.

5.6.5

Privacy

Using cameras enables accurate exercise tracking that is not limited to certain kinds of motion, but of course also raises privacy concerns. We acknowledge that the end-to-end system in our system required capturing
the raw video, but our prior work in measuring user’s privacy preferences
has shown that if optical ﬂow can be computed on the chip, that instills a
sense of trust in the users. What we showed in this work is that with this
processed signal, GymCam can detect exercises, but sensitive user information is not easily recoverable. Indeed, with on-camera compute power,
this could be the only data transmitted from the device, or perhaps the
entire classiﬁcation pipeline could be run locally.

5.6.6 Unconstrained Evaluation Environment
The primary insight of our algorithm is the periodicity of repetitions. However, as Morris et al. point out [12], periodicity is especially hampered during
strength-training scenarios. When lifting challenging weights, for example, users often become fatigued and lose pace. Such issues are uncommon in cases where users participate in a user study, as the primary goal
is not to challenge participants physically. In contrast, we developed and
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evaluated GymCam in a truly unconstrained environment, offering greater
ecological validity and a more strenuous test. In addition to between-exercise
movements and warm-ups, GymCam had to face an extra noise source:
moving objects. For example, some participants in our dataset performed
TRX (Total Body Resistance Exercise) workouts using ropes. In many cases,
the suspended ropes kept oscillating after the exercise ended. Considering GymCam does not detect body pose and treats all repetitive motions
equally, these rope oscillations resulted in a few falsely-recognized exercises.

5.7 Conclusion
With the surge in quantiﬁed self and health-focused wearable devices, the
interest in exercise tracking is also rising. While tracking cardio exercises is
relatively easy, tracking repetitive strength training exercise is still an outstanding problem. Most popular solutions involve using motion sensorequipped wearables, but these devices are inadequate for capturing a wide
range of exercises, especially ones involving other limbs. In this paper,
we presented GymCam, a system that leverages a single camera to track
a multitude of simultaneous exercises. GymCam relies on tracking motion and assumes that most repetitive motion in a gym are exercises in
progress. To develop and evaluate our machine-learning algorithms, we
collected data in CMU’s varsity gym for ﬁve days. We segmented all concurrently occurring exercises from other activities in the video with an accuracy of 84.6%; recognized the type of exercise (acc.=92.6%) and counted
the number of repetitions (± 1.7 counts). GymCam advances the ﬁeld of
real-time exercise tracking by ﬁlling some crucial gaps, such as tracking
whole body motion, handling occlusion, and enabling single-point sensing for a multitude of users.

CHAPTER 6
MOTIONID: A HYBRID
CAMERA-WEARABLE APPROACH TO
IDENTIFY USERS IN A GROUP
6.1 Introduction
Recent improvements in computer vision and machine learning have led
to a surge in applications and products that can passively sense different activities, enable personalized service, provide feedback to the user
and enhance interactions. More speciﬁcally, cameras have enabled sensing at scale such as smart hospitals [171], smart ofﬁces [172] or even smart
gyms [17]. Applications that work at scale with tens and hundreds of users
at the same time require a method to identify each user in the scene. There
are two common strategies to identify users:
1. biometric-based identiﬁcation such as facial recognition [82, 173].
2. using custom hardware such a RFID tags [94] or smart insoles [174].
Facial recognition is economic, accurate to a reasonable degree but requires highly privacy invasive data from users. On the other hand, custom hardware based solutions do not infringe on the user’s privacy but are
not economical or easy to deploy. Therefore, there is a need for an identity recognition system that is cheap, easy to deploy and privacy sensitive,
while maintaining a similar level of utility and usefulness as other techniques.
In this paper, we present MotionID- a hybrid computer vision and inertial sensor system that leverages the similarity in motion as observed from
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Figure 6.1: Figure showing the intuitive approach of our system to use
motion from body pose and motion from IMU to identify users and enable
applications in restaurants and grocery stores.
the two modalities. It uses a regular RGB camera to obtain the motion proﬁle of a person using pose detection [50]. It also uses the IMU present in
a smartwatch worn by the user to capture the motion of their arm, and
provide the system with the identity of the user. We measure the correlation between the two motion proﬁles to calculate a measure of similarity,
which is used to attribute the identity obtained from the smartwatch to
one of the poses as seen through the camera. MotionID does not rely on
any privacy invasive features, and a smartwatch reliant approach allows an
opt-in ecosystem to be built around this technology. Additionally, as discussed in Chapter 4, open pose instills a sense of trust in the users. While
we used cameras in our setup, an on-device pose detection chip can be
used to preserve user privacy while identifying users in a group.
To develop and validate our approach, we collected data from three different activities (playing a sport, social gathering, and dancing), each with
a group of 2, 4 and 8 people for a total of 9 conditions. These activities
are representative of some common use-cases of sensing at scale applications. Additionally, we chose these speciﬁc activities to validate our approach across: (1) degree of motion observed in an activity; and (2) similarity
of motion across people at the same time.
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Our results demonstrate that on an average we are able to identify users
in a group of 2 with 100% accuracy regardless of the activity. We were able
to identify users with an average accuracy of 90% in a group of 4, and 95%
in a group of 8.
Finally, we discuss the implications and use-cases of our work in retail
for cashier-less shopping, smart ofﬁces, and smart gyms as shown in Figure 1.

6.2

Theory Of Operation

In this section we outline the working principle behind our approach. We
discuss some intuitive approaches that we tried, and postulate why they
did not work, and how they informed our proposed algorithm.
The most common approach is to measure the correlation between
the acceleration measured from both the pose tracking in the video and
the IMU from the smartwatch. First, we attempted to correlate acceleration signals. We calculated the acceleration from the pose information in
the video, and used varying window sizes for ﬁnding correlation. In each
video, we calculated the correlation between each pair of pose and watch.
This technique seemed to work well for smaller groups. We were able to
achieve 100% accuracy in groups of 2 with small window sizes. However,
for larger groups of 4 and 8 individuals, the results did not look promising.
From our results, there were two noticeable challenges1. Activities with a low degree of motion such as poster presentations
were performing worse. We attribute it to the error caused by differences in how the acceleration is calculated in both modalities. The
error ampliﬁes with a higher number of comparisons, especially when
the motions are small. Even one incorrectly matched pair propagates
the error for other poses as well. For example,
correlation{P1, W1} = 0.7
correlation{P4, W1} = 0.72
where P(n) refers to a pose in the video and W(n) refers to the data
from the watch/person in the scene. Here, The actual match should
have been between P1 and W1, which objectively has high correlation
value. However, due to the accumulated error in acceleration calculation for the tiny differences between the movements of P1 and P4,
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P4 ends up matching with W1 with a higher correlation value, forcing
P1 to ﬁnd the next most suitable pair.
2. If a person would leave the video frame, the missing data in acceleration causes issues with matching the right pair. This was apparent in
high degree of motion activities such as playing volleyball. Whenever
a person would leave the video frame to fetch the ball, they would run,
bend quickly to pick the ball, and sometimes even kick it. These are all
prominent events being captured by the IMU, but not by the videoleading the falsely correlated pairs. This problem was further exacerbated by imperfect tracking of poses. If the pose is not detected
accurately for some frames, it would degrade the acceleration measurements from the poses.
To reduce noise, we then attempted to extract relevant features to describe the accelerometer signal from both video and IMU data. For varying
lengths of windows, we extracted features that would describe the shape
of a motion trace- max value, min value, standard deviation for both X and
Y axis, RMS of the combined XY signal and so on. It was able to reduce the
error for high motion data. The loss of data was ”smoothed” over by extracting only relevant features from the entire signal. However, this reductive
approach further ampliﬁed the error in small degree of motion activities
such as meeting.
Next, we sought out more informative signals. We used the yaw and
pitch values obtained from the Apple Watch 1 and used them as a proxy
for motion traces in X and Y axis, similar to the ones obtained from poses
in the video. This signal was less noisy compared to the acceleration. The
correlation of these signals yielded similar results for people in groups of 2,
and worked well for high motion activities like volleyball in groups of 4 as
well. However, low motion activities were still getting confused with an increase in number of participants. We attribute this to yaw and pitch being
a proxy for movement in the 2D coordinate space, and their calculation for
smaller movements is more prone to noise. In a small window size, this can
lead to a lot of variance in matching pairs of poses and watches. We conﬁrmed this hypothesis by using large window sizes (> 2 mins) to reduce the
effect of these noise prone movements. All activities in a group of 4 were
recognized with high accuracy in this scenario.
1

sensorlog.berndthomas.net/
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Using such a large window size may be suitable for some activities, but
would make it unusable in a multitude of scenarios. However, we do have
informative signals that are able to help us correlate poses with their respective user watches. To overcome the issue of error prone low movement moments, instead of looking in a speciﬁc window, we changed our
algorithm to search ”loud and highly distinguishable” moments. We started
looking for speciﬁc moments in the pose signal where it change in signal
is above a certain threshold within a small duration of time. The intuitive
idea is to look for moments that would be highly distinguishable in the
pose data, and look for matches in the IMU data by ﬁnding the correlation
for that part of the signal. This technique works well in most cases. We
were able to identify users in groups of 2 and 4 with high accuracy regardless of activity. In groups of 8, high motion activities were recognized with
high accuracy, but the low motion activity was only able to identify half the
users correctly. Even though the technique itself was sound and robust,
the lack of highly distinguishable moments made it harder to distinguish
between signals.
We have outlined these techniques, and where they failed to not only
underscore the difﬁculty of this task, but also to provide insights into what
approaches may work in different circumstances. For example, in a scenario where there is no expectation of a user leaving the frame, or the activities are deemed to be high motion- then some of the aforementioned
approaches will also be suitable for use. With those assumptions, it may
even work in a smaller window size compared to our proposed approach.
One key observation we made with our prior approaches was that different approaches were able to match different pairs of poses and watches.
While all of them had some problems, they worked quite well for different
kinds of challenges. Armed with this insight, we use several different signals in our proposed approach. We also take the PCA of combined signals,
and extract the same features that serves as a proxy for only retaining the
’interesting’ moments in a signal. Besides more input signals, we want to
overcome the issue of requiring a long signal (> 2 mins) for accurate results
as seen in one of the earlier approaches. To do so, we also extract features
to measure similarity of signals in both frequency and time domain, and
combine it with correlation values to determine similarity between pair of
signals. We seek a trade-off between accuracy and the amount of time
required by the system to identify users in a group.
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6.3

Data Collection

The key parameter in this work is motion. We selected three activities
based on two different dimensions:
1. degree of motion: the expected size of movement in an activity
2. expected synchronized motion: how likely is it that two or more
users would perform the same motion at the same time
Based on these criteria, we chose three different activities:
1. Volleyball: Volleyball is a team sport where the expected movement
size is big. The players run towards a ball, try to place it in a particular
position or hit it hard enough to make it on the other side. However,
there is very little expected synchronization. Even if two people are
performing actions at the same time, they are likely to be different
(defense vs offense; or hitting the ball from opposite ends of the net).
2. Poster Sessions: The second activity we chose was poster sessions.
In this activity, the primary task is for a person to talk about their
poster. The expected movements involve them moving their hands
and gesturing, which would be small in size. But a little synchronization can be expected. It is possible for the presenter and one of the audience members to perform similar gestures when talking or pointing to a speciﬁc part of the poster.
3. Dancing: The last activity in our dataset is dancing. The movement
size in a dance is big. And, we speciﬁcally looked for dancing groups
that perform a piece in synchronization. This activity is a true test of
our system’s reliability.
For each activity, and each group size of 2 and 4 individuals, we recorded
ﬁve sessions of data. For poster sessions and volleyball, we randomly selected groups from a participant pool of 18 individuals. For dancing, we
recruited a large dance group, and randomly shufﬂed groups for each session.
For a group size of 8, we again recorded ﬁve sessions of volleyball. However, we recorded one long 18-minute poster session. Groups of 2 and 4
capture the smaller natural interactions that happen at one poster. In the
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larger 8-person group condition, we wanted to capture the whole activity
of a poster session where the audience is free to move from one poster to
another. Lastly, due to covid19, we were unable to record any data for a
group of 8 people dancing together.
We collected the data over several days and in different locations. We
used a single iPhone SE (1st generation) to capture and record RGB videos
at a resolution of 1080p and 30fps. All participants also wore an Apple
Watch Series 4.

6.3.1 Extracting Motion Information
Smartwatch: The SensorLog application 2 available on the Apple app store
was used to record IMU data in the background. In addition to the user
acceleration, it also logs the yaw, pitch and roll values. The data was initially
recorded at 50Hz but was later down sampled to 30Hz.
Video: The videos were recorded at 30fps. We developed a custom
tool that uses Deep Sort [175] on top of OpenPose [50] to track body poses
across the whole video. We manually ﬁxed any tracking errors generated
from our custom tool. We logged the position of all keypoints available via
OpenPose but we only used the LWrist (left wrist) in our setup. All participants wore the apple watches on their left arm, so we used only the motion
information captured by LWrist in OpenPose. Hereon, we refer to the position of LWrist as pose information, unless explicitly stated otherwise.

6.4 Algorithm
The goal of our work is to identify users in a group in a privacy preserving
manner. To this end, we leaned on an approach that uses both the camera and the smartwatch for identiﬁcation. The reliance on smartwatch to
identify users allows them to gain more control over their privacy, and how
and when their data is shared. Similar to prior work, our approach also relies on ﬁnding similarities in the motion as observed from the video and
the smartwatch (IMU) tied to a user’s wrist.

2

http://sensorlog.berndthomas.net/
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6.4.1 Feature Computation
As stated in Theory of Operation, we built on aspects of prior work and our
failed approaches. We developed a machine learning algorithm that relies
on features that describe the shape of each signal from both modalities.
It also takes input features that themselves are a measure of similarity between two signals (from different modalities). Altogether we have a total
of 576 features. First, we describe the different signals that we use to compute these features.
The list of the signals is:
1. accX-v: the X-axis accelerometer signal from the video.
2. accX-w: the X-axis accelerometer signal from the smartwatch.
3. accY-v: the Y-axis accelerometer signal from the video. Both accX-v
and accY-v calculated from the pose information obtained from the
video.
4. accY-w: the Y-axis accelerometer signal from the smartwatch.
5. accMag-v: the magnitude of the accelerometer signal at each sample i.e. sqrt(a2x + a2y ).
6. accMag-w: the magnitude of the accelerometer signal at each sample i.e. sqrt(a2x + a2y )
7. accPC1-v: the project of the X and Y axes of the video acceleration
signal onto its ﬁrst principal component.
8. accPC1-w: the project of the X and Y axes of the watch acceleration
signal onto its ﬁrst principal component.
9. poseX: the X-axis value of pose information obtained from OpenPose
for the left wrist.
10. pitch: movement around the pitch axis recorded on the smartwatch.
11. poseY: the Y-axis value of pose information obtained from OpenPose
for the left wrist.
12. yaw: movement around the yaw axis recorded on the smartwatch.
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13. poseMag: the magnitude of the pose signal at each sample i.e. sqrt(pose2x
+ pose2y )
14. movMag: the magnitude of the combined pitch and yaw signal at
each sample i.e. sqrt(pitch2i + yawi2 ).
15. posePC1: the project of the X and Y axes of the pose signal onto its
ﬁrst principal component.
16. movPC1: the project of the pitch and yaw axes from the watch onto
its ﬁrst principal component.
We calculate the following features for each of the 16 signals.
1. statistical features: We calculate mean, standard deviation, variance,
kurtosis and skew for a total of 5 statistical features.
2. RMS: the root-mean squared amplitude of the signal.
3. prominent peaks: we calculated the total number and location of
two most prominent peaks in the signal for a total of 3 features. The
intuition here is that the location of prominent peaks in signals from
both modalities should occur close to each other.
4. power spectrum features: we calculate the magnitude and mean
of the power spectrum in 10 bands spaced equally between 0.1-15Hz
for a total of 20 features.
We calculated the following features for every signal pair (listed in order). For example (accX-v, accX-w) is one pair and (poseX, pitch) is another.
1. Pearson’s correlation: it is a measure of how closely associated are
the two input signals.
2. similarity in time: the two signals are multiplied and added in place
to generate a single similarity score.
3. similarity in the 90th percentile shifted time domain: multiply the
fast Fourier transform of each signal, and then take an inverse fast
Fourier transform of the resulting signal. Then we only retain the 90th
percentile of the signal to retain the most interesting parts. We then
calculate the sum, mean and max of this signal for a total of 3 features.
This feature set is similar to calculating correlation between two signals shifted in time domain.
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4. similarity in frequency: we take the Fourier transform of the two
signals, which are then multiplied and added in place. We calculate
the mean and max for a total of 2 features.
5. similarity in the 90th percentile shifted frequency domain: We
ﬁrst multiply both the signals and take the fast Fourier transform of
the resulting signal. Then we only retain the 90th percentile of this
signal. We calculate the sum, mean and max of this signal for a total
of 3 features.
6. similarity in signal variance: both signals are squared, normalized
and then a measure of similarity in signal variance is obtained by subtracting one from the other.
7. circular correlation: we calculate the circular correlation between
the two signals and take the sum, mean and max of the resulting correlation values for a total of 3 features.
A total of 29 individual features calculated from each signal results in a
total of 464 signal. And 14 features calculated for 8 pairs of signals adds
another 112 features for a total of 576 features used in our system.

6.4.2

Matching Users

We take a stringent approach to testing our system. No data from the condition being tested (even a different session) was included in the training
for that activity. So, if we were testing the group of 8 participants playing
volleyball, our machine learning system was only trained on users playing
volleyball in groups of 2 and 4. And some activities were recorded in different locations. For example, the group of 2 dancing were recorded in a
different room than the group of 4 subjects dancing. Similarly, the poster
session of 2 users was recorded in a room different than the one used for
poster session with 4 and 8 individuals. For volleyball, even though the
same court was used- the data was recorded over several days, without a
ﬁxed point for the camera setup. The researchers used an approximately
similar viewpoint each time. Not using the data from the condition being
tested strengthens our results and demonstrates location and viewpoint
invariance.
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We trained a Random Forest Classiﬁer with the default parameters to
classify if two signals were similar or not. We use the probability score from
the output of the classiﬁer to rank potential candidates and ﬁnd the best
match for each pose in the system. If two poses have the same watch as
their highest ranked candidate, the pose-watch pair with the higher probability score is matched together, and the other pose looks for its next best
match.
For our evaluation that retains prior history of classiﬁcation, we use a
normalized running score for probability scores added over all windows.

6.5

Results

We look at the results in the size of the group. Identifying users in a smaller
group size regardless of the activity is easier than a larger one. So, we ﬁrst
look at the simplest case of two users in the same environment.

6.5.1 Group Of 2
We used a window size of 45s to calculate features and regardless of the activity poster session, volleyball or dancing- on an average across 5 sessions,
we were able to identify 100% of the users within the ﬁrst 45s. All sessions
of all activities of this group size were recorded for 3 minutes each. When
we retain the history, we were able to continue identify 100% of the users
with 90s, 135s and 180s of video duration as well.

6.5.2

Group Of 4

We again used a window size of 45s to calculate features for each activity.
For volleyball, on an average across 5 sessions, we were able to identify
100% of the users within the ﬁrst 45s. When we retain the history, we were
able to continue identify 100% of the users within 90s, 135s and 180s of video
duration as well as shown in Figure 6.2.
For meeting, on an average across 5 sessions, we were able to identify
90% of the users within the ﬁrst 45s. When we retain the history, we were
able to improve and identify 100% of the users with 90s. For both 135s and
180s duration of video, we continued to identify 100% of the users as shown
in Figure 6.2.
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Figure 6.2: Figure showing the percentage of accurately identiﬁed users
in a group of 4 for three activities.

Figure 6.3: Figure showing the percentage of accurately identiﬁed users
in a group of 8 for volleyball (top) and poster session (bottom).
For dancing with a group size of 4, we only recorded sessions of 1 minutes and 30 seconds. This was done keeping in mind the challenge of 4
dancers being in sync for a longer duration and the fatigue it may cause.
On an average across 5 sessions, we were able to identify 90% of the users
within the ﬁrst 45s. When we retain the history, we were able to improve
and identify 100% of the users with 90s of data as shown in Figure 6.2.

6.5.3 Group Of 8
Using the same window size, for volleyball, on an average across 5 sessions, we were able to identify 95% of all users within the ﬁrst 45s. When
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Figure 6.4: Example application of cashier-less checkout. A person walks
into a store, is recognized with their motion of reaching for the bottle on
the top shelf, and walks out of the store as the purchase automatically gets
charged to their account.
we retain the history, we were able to improve and identify 100% of the
users with 90s of data as shown in Figure 6.3.
For meeting, we only recorded on long poster session to capture the
entire event as if it would happen in the real world. It also allows us to do a
longer analysis. We initially used 8 individuals, but the tracking for one person did not work, so we took out their data leaving a total of 7 individuals.
For the ﬁrst 45 seconds, only 6 individuals were tracked and we were able
to identify 50% of the users. However, after 90s we were able to identify
71.4% (or 5 out of 7 users) using our approach. We are able to continuously
identify 5 out of 7 users, while retaining the confusion between the other
two for 6 minutes and 45 seconds. After that, we are able to identify 100% of
the users at all times. Figure 6.3 shows the percentage of users identiﬁed
over time.
As stated earlier, due to covid19, we were unable to collect any data for
a group of 8 subjects in the dancing activity.

6.5.4 Example Applications
The ability to identify users in a group in a privacy preserving manner enables several applications. We outline a few of them in this section.
Automatic user identiﬁcation can be used for cashier-less checkouts in
different stores. Most stores have an app and just a software update would
be required to allow user data to be shared with a camera-based system
in physical stores. An example is shown in Figure 6.4 where a person is
able to pick up an item, their motion is captured- used to recognize their
identity from their smartwatch and the item is directly charged to their ac-
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Figure 6.5: Example application of improved service in a cafe. A person
orders food from their smartphone app. Their motion in the moment is
used to recognize the user and tag the order with their location. The server
is then able to bring the food directly to the table without the need to ask
for who order that particular dish.
count. The user simply walks out of the store without having to go through
a cumbersome payment process with a cashier or self-checkout machine.
Similarly, a lot of bars and cafes allow users to order food and drinks from
an app, and the food is delivered to their table. In the current system, the
server typically shouts the name of each customer for identiﬁcation purposes. However, this process can be automated where the identity of the
user can be shared when they order the food. A little tracking icon tied to
the order number can show up on a map on the server’s iPad. An example
scenario is shown in Figure 6.5. A similar concept can be applied to help
centers such as the Apple store, where one employee typically describes
your outﬁt and shares it with the other employees via an iPad app. This
cumbersome method of tracking people can be replaced by automatic
identiﬁcation and tracking of users in real time within a store.
And perhaps the most obvious use of automatic identiﬁcation would be
to use it for access control in a building. A person sharing their identity in
their work building could be tracked and identiﬁed to automatically grant
access (or restrict access) to different parts of the building.

6.6 Discussion And Conclusion
The goal of our work is to identify users in a group in a privacy preserving
manner. We use the motion traces as observed from the camera and the
smartwatch to ﬁnd similarities and identify users from those signals. The
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fact that smartwatch data is a required part of the system enables a user
with more control over how and when their data is shared. Keeping our
approach in mind, user identiﬁcation can now be built as a feature similar
to sharing location. When a user walks into an environment, where they
would like to be recognized, they can simply turn on sharing and their IMU
data would be shared with the camera system in place. For example, a
user walks into a gym that provides a service to track their workout. A user
that wants to leverage this service can turn on their identity sharing just for
their gym and reap the beneﬁts of the automatic workout logging service.
However, if the same user does not feel comfortable sharing their identity in a mall, they can simply turn sharing off. A simple push of a button
prevents the ambient sensing system alone to recognize users.
In this work, we have demonstrated that we are able to identify users
while they perform different kind of activities with varying degree of motions and sync in the user’s actions. We were able to identify users in a
group of 2 with 100% accuracy regardless of results in only 45 seconds. In a
group of 4 individuals, we were able to recognize 90% of the users in both
the poster session, and dancing scenario and 100% of the users when they
are playing volleyball. Similarly, for group of 8 individuals, we are able to
identify 96% of the users in only 45 seconds and we are able to identify 5
out of 7 individuals in a poster session after only 90 seconds of activity. Our
results demonstrate that for activities that last longer than a couple of minutes, a hybrid approach of smartwatches and camera can be both reliable
and privacy preserving in identifying the users.

CHAPTER 7
IMU2DOPPLER: CROSS-MODAL
DOMAIN ADAPTATION FOR
DOPPLER-BASED ACTIVITY
RECOGNITION USING IMU DATA
7.1 Introduction
Researchers and developers often rely on sensors in smartphones [176, 177],
smartwatches [178, 179], cameras [17, 180, 181], and even microphones [182,
183] to infer context, recognize user activities, and adapt to the user’s needs.
Recently, we have seen many activity recognition systems that rely on Doppler
Effect-based mmWave radars to measure activity movements [184–186].
An advantage of a mmWave radar is its ability to characterize ﬁne-grained
motion. It has the ability to capture micro-motion dynamics of subtle activities (e.g., hand activities such as brushing, eating etc.) captured via the
micro-Doppler Effect [187]. A mmWave radar-based activity recognition
system also offers a higher degree of privacy preservation compared to
other popular ambient sensors such as cameras or microphones.
These activity recognition and sensing systems are typically built using
machine learning models that need labeled, in-situ sensor data for training. These training labels typically rely on manual annotation or user intervention to segment and label speciﬁc activities performed by users. This
process introduces time and resource constraints that impedes our ability to quickly deploy and use new doppler sensors. Moreover, the ground
truth collection (cameras, user intervention etc.) tends to be intrusive and
may be unsuitable in scenarios with elevated privacy constraints. This data
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collection and labeling cost is one of the biggest challenges of building any new activity recognition system. These systems need to work well
out-of-the-box with no or very-little in-situ calibration. Ideally, the machine
learning models would not need any in-situ training, and ultimately facilitate easier deployability.
One method to overcome the challenge of data labeling cost is automated domain adaptation. Such approaches rely on successful knowledge transfer from labeled data collected in one domain and use it to assist
the training of a model in a target domain with no (or limited) data of its
own. Here, one popular approach has been to use videos as the source
domain [127, 128]. Videos provide a rich source of information with a considerable feature space. Moreover, the extensive library of labeled video
datasets make it an attractive choice for a source domain. However, using videos as the source domain requires the full body of a human to be
visible in the source videos. The approach cannot handle occlusion or partial capture of the body. This limitation signiﬁcantly reduces the available
video datasets that can be reliably used for domain adaptation.
In this chapter, we present IMU2Doppler and evaluate the use of offthe-shelf inertial measurement units (IMU) datasets as the source domain
to build an activity recognition model for the mmWave radar sensor. IMU
data does not share the same limitations as videos. The uninhibited signal that captures the motion performed as a part of the activity is rotation
and environment invariant which makes it a good candidate as a source.
Additionally, IMU retains some of the advantages of video datasets i.e., prior
works in activity recognition have extensively collected IMU data for a gamut
of activities and made it publicly available.
We demonstrate that IMU2Dopper can map the doppler data (input
to the untrained ML model) to a latent feature representation of the pretrained IMU model. In addition to this representation of the IMU model,
we use minimally labeled (akin to a calibration step) doppler data to classify 10 activities of daily living. This novel approach allows us to recognize
these activities with an accuracy of 70% with only 15 seconds of labeled
data from the mmWave radar sensor. We acknowledge that this is not
the performance we should expect from a real world system. However,
IMU2Doppler provides an out-of-the-box model that can beneﬁt from a
quick personalization and calibration step. Our contribution lies in facilitating rapid development of a ‘good enough’ base model that can then be
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used with other techniques such as active learning [188] or meta-labeling [189]
that personalize to the user’s environment and improve over time without
a need for signiﬁcant data labeling.
In this work, we also demonstrate that we can combine multiple IMU
datasets recorded in completely different environments with different users
as a uniﬁed source of training data. Typically, using multiple sources is a
signiﬁcant challenge for domain adaptation due to the domain shift that
exists across the sources. Zhao et al. have summarized the numerous
challenges of multi-source domain adaptation [190]. However, we show
that our approach is resilient to such issues. In fact, when we combine the
training data from two IMU datasets, IMU2Doppler demonstrated a small
increase of 1% in recognition performance. From a practical perspective, it
means that not only any publicly shared IMU data can be used, but a user
who wishes to record a completely new activity may incur a one-time-cost,
use an app on their smartwatch to collect IMU data for that activity, and
personalize the machine learning model. Moreover, if the user chooses to
share their data of this new activity, other users can leverage it to train their
doppler sensor without incurring the same time and resource penalty.
In summary, our contributions are as follows:
1. An activity recognition system for 10 different activities using mmWave
radar. Prior work has shown the use of mmWave radar to capture
gross movements. We include and expand the set of activities to include subtle activities such as brushing teeth, folding laundry etc.

2. A novel multi-class heterogeneous domain adaptation approach that
learns a feature mapping between inertial sensors worn on a user’s
wrist and a mmWave radar sensor placed in the environment. It means
that our approach is viewpoint and translation invariant.

3. The domain adaptation approach uses off-the-shelf IMU dataset as
the source domain. It means that the source data was not only collected on different users as the target domain, but also at a different
time. We also show that we can use muliple datasets and combine
them as a single source to achieve the same results.
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7.2

Algorithm

IMU2Doppler is a transfer learning-assisted ambient sensing system that
uses mmWave radar sensors to detect and distinguish between a set of
activities of daily living with minimal labeled data. To account for the lack
of labeled radar data, we implement a multi-objective optimisation technique that uses domain adaptation. It uses a neural network pre-trained
on inertial measurement data from multiple datasets speciﬁcally curated
for the task of activity recognition. Below, we describe our sensing principle and algorithm in detail.

7.2.1 Sensing Principle
Millimeter-wave (mmWave) radar sensors transmit pulses of electromagnetic energy and receive reﬂections when obstructed by rigid targets in
the environment. By exploiting the Doppler Effect, it is possible to measure
certain motion characteristics of the target like its relative velocity, angle
of arrival and distance to the radar system. While the Doppler effect arises
from the bulk motion of the target, micro-motion dynamics of the target
or its structure such as vibration, rotation, tumbling and coning motions
induce the micro-Doppler Effect [187]. For instance, in case of a moving
person, the arms and legs act as independent elements in motion [191].
Since the intensity of the micro-Doppler effect is dependent on the velocity and direction of the motion, individual movements of the target with
discernible motion characteristics produce distinct micro-Doppler signatures, which can be used for human activity recognition [192, 193].
We collect the synthetic aperture radar (SAR) data from the doppler
sensor and used the azimuth-range-doppler algorithm to parse the continuous data. As shown in Figure 7.1, the images corresponding to different
activities represent distinct patterns. These patterns can be modeled and
recognised by appropriate learning algorithms, as described in the following sections.

7.2.2 Knowledge Transfer
Machine learning algorithms show exceptional predictive power in a range
of human activity recognition (HAR) tasks [17, 194–196] but require an abun-
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Figure 7.1: Image showing corresponding doppler and IMU signals for various activities
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dance of annotated data. Although such labeled data exists for a number
of sensing modalities, the newfound promise of doppler radar sensing is
limited by the lack of a sufﬁciently large labeled dataset. To solve this problem, we use transfer learning, speciﬁcally domain adaptation, wherein we
can leverage neural networks trained on a sufﬁciently large dataset of a
different but related modality (source domain) to accelerate the learning
of micro-doppler signatures (target domain).
The accelerometer data captured by a wearable inertial measurement
units (IMU) characterizes similar motion characteristics as that of a doppler
sensor. It captures an environment and position invariant snapshot of the
motion of human movement. We postulate that this characteristic of IMU
makes it a suitable candidate for source domain. Besides heterogeneous
domain adaptation across two different modalities, we also use off-theshelf datasets to demonstrate that the same events do not need to be
recorded synchronously for knowledge transfer across different modalities.
For knowledge transfer, we propose a supervised, cross-modal domain
adaptation approach that maps the input of the untrained doppler model
to the shared latent feature representation of the pre-trained IMU model.
Further, to preserve the information about the target domain or doppler
data, we adopt multi-task learning to simultaneously minimize the domain discrepancy (between the latent representation of the two modalities) along with the classiﬁcation loss (between the predicted and actual
target label). This multi-objective optimisation ensures that the underlying structure of the target data is retained even in the latent feature subspace. The rationale for our approach is rooted in the observation that taskspeciﬁc and domain-invariant semantic features can be better associated
with the higher layers (close to the output side) of a network [197]. This observation allows us to choose different neural architectures that are best
suited for each modality, with the constraint of having identical fully connected layers that are responsible for producing the shared latent feature
representation.

7.2.3

IMU: Data Processing And Neural Architecture

We use the ”WISDM Smartphone and Smartwatch Activity and Biometrics Dataset”[198] for training an activity recognition classiﬁer with inertial
data. The dataset was collected from the accelerometer and gyroscope
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sensors on both the smartwatch and smartphone of a total of 51 users. It
consists of 18 unique activities, ranging from basic ambulation like walking
and jogging to other activities of daily living like eating and drinking. For
the purpose of our work, we chose a subset of 10 activities for evaluation, as
listed in Figure 7.1. We chose these activities based on their suitability for
detection with doppler sensor. For example we did not include activities
such as kicking a soccer ball or two other different eating related activities (sandwich, chips). We also excluded activities that do not include any
motion such as sitting.
The four streams of data, namely phone accelerometer, phone gyroscope, watch accelerometer and watch gyroscope, are each recorded at a
sampling rate of 20 Hz. For our purposes, we consider only the smartwatch
accelerometer data. We segment the raw watch acceleration data using
a sliding window of size 5 secs and an overlap of 2.5 secs. The extracted
tri-axial frames are reshaped into 3-channel windows with a length of 100
samples (input size: 100 × 3) that are ready for classiﬁcation.

IMU Model Selection
To assess the discriminability of the activities in the source domain, we evaluate the performance of a set of deep neural networks including 1D CNN
(5 Convolutional Units, each consisting of a Convolutional layer, a Batch
Normalisation layer and a Max Pooling layer), LSTM (2 LSTM layers, Units:
[128, 256]) and Bidirectional-LSTM (1 Bi-LSTM layer, Units: 256). One fullyconnected layer (Units: 128) and the ﬁnal output layer were added at the
end of each model. The networks were trained from scratch with Adam
optimizer (Learning Rate: 0.01) coupled with a learning rate decay of 0.1 (to
check for the saturation of validation loss). We use the Categorical Crossentropy loss function to optimise the outputs of the ﬁnal layer, which uses the
Softmax activation to classify activities. We used Keras [199] and Python to
implement and train these models.
We followed a subject-independent scheme for evaluation and split the
dataset into 5 folds of 10 subjects each. Each train-test split resulted in approximately 28.4K training instances and 7.8K test instances. Table 7.1 provides the classiﬁcation performance of all the models along with their total
number of trainable parameters. We found the bidirectional LSTM classiﬁer to produce the best accuracy owing to the superiority of Recurrent
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Figure 7.2: Training schematic for cross-modal domain adaptation with
IMU data as the souce domain and doppler data as the target domain.
Neural Networks (RNNs) like LSTMs and Bi-LSTMs in modeling long-range
temporal dependencies. Moreover, since a bidirectional-LSTM layer consists of two LSTM layers that operate on the original and reversed copy of
the data in parallel, it preserves the information from both the future and
the past, thus outperforming an LSTM. Hence, for all further experiments,
we use the Bi-LSTM as the neural architecture for the source domain.
Table 7.1: Classiﬁcation results of different models on a subset of WISDM
Dataset (10 activities)
Model
1D CNN
LSTM
Bi-LSTM

Trainable Parameters Accuracy ± SD
453,002
496,010
169,354

79.16 ± 3.35
80.67 ± 2.92
83.34 ± 4.23

7.2.4 End-To-End Learning Algorithm
The pipeline begins with training a Bi-LSTM classiﬁer, MIM U , on the entire
IMU dataset. MIM U acts as the pre-trained model used for domain adaptation. The goal is to train a new model, MDoppler , for classifying the limited la-

7.2 Algorithm

87

beled doppler data. Each doppler sample, XDoppler , is paired with a random
IMU sample, XIM U , having the same activity label Y , to form training triplets
of the form (XIM U , XDoppler , Y ). To extract a latent feature representation, we
consider the output of the second-to-last fully connected layer, which has
an identical conﬁguration in both MIM U and MDoppler . Let the sequential
transformation of all the layers before the pre-ﬁnal layer be denoted by f (.)
and g(.) for MIM U and MDoppler respectively. The learning objective of MDoppler
is to optimise the weighted sum of the mean-squared error between the
latent representations, i.e. |g(XDoppler ) − f (XIM U )|2 , and the categorical crossentropy loss between the predicted softmax values, Ŷ , and actual label, Y .
Mathematically, we deﬁne our objective function L as follows:
L(XIM U , XDoppler , Y ) = α × |g(XDoppler ) − f (XIM U )|2 + β × −

∑
i

Y (i) log Ŷ (i)

Here, Y (i) and Ŷ (i) denote the value of the ith class in the actual and
predicted one-hot encoded labels respectively. Adam optimiser (Learning
Rate: 0.001), coupled with a learning rate decay of 0.1 (to check for validation loss saturation) is used to optimise L. Empirically, we found the value
of α = 1.3 and β = 0.7 to produce the best performing classiﬁer. To further
accelerate the learning, we initialise the ﬁnal layer of MDoppler with weights
of the corresponding layer in the pre-trained MIM U . In this way, the knowledge in MIM U , in the form of learned parameter values and input-output
mapping, is effectively transferred to MDoppler . The entire training schematic
is visualised in Figure 7.2.

7.2.5

Doppler: Data Processing And Neural Architecture

We apply the azimuth-range-doppler algorithm on our collected doppler
dataset to get rolling spectrograms consisting of 256 frequency bins and
32 time steps (representing nearly 0.01s of data). We construct sequences
of these spectrograms by using a sliding window of 5s with a step size of 1s.
When stacked together, each window consists of 150 (5s × 30 Hz) frames
of 256 × 32 spectrograms (ﬁnal input size: 150 × 256 × 32).
To compare the results of our domain adaptation approach and determine the best neural architecture for the target domain, i.e. doppler data,
we trained and evaluated different models chosen from state-of-the-art
deep learning architectures that are generally adapted in a wide range of
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Figure 7.3: We used TI’s AWR1642 Radar sensor for our data collection.
applications. We compared the performance of a 3-layer 2D CNN, a 5-layer
2D CNN, a CNN-LSTM and a CNN-Bi LSTM, on our processed dataset of
spectrogram sequences. Standalone LSTMs and Bi-LSTMs can’t be considered since the dataset comprises sequences of 2D images, which need to
be condensed into sequences of 1D vectors before they can be processed
by an LSTM layer. For this purpose, we added a CNN encoder before the
ﬁrst LSTM layer in order to extract the spatial information from each image while modeling the temporal dependencies of a sequence. Thus, both
CNN-LSTM and CNN-Bi LSTM consist of a 3-layer time distributed 2D-CNN,
followed by 2 LSTM layers (Units: [128, 256]) and 2 Bi-LSTM layers (Units: [128,
256]) respectively. On the other hand, the 5-layer and 3-layer 2D-CNNs just
consist of 5 and 3 Convolutional Units (convolution layer and a max pooling
layer) respectively. Following the same structure as the IMU model, each
model is connected to a 128-unit fully-connected layer, followed by the output layer with Softmax activation for classiﬁcation. As shown in Section
7.4.1, the 3-layer 2D-CNN proved to be the optimal neural architecture for
modeling our dataset.

7.3

Data Collection

7.4 Results
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7.3.1 Participants And Apparatus
We collected data from 9 participants (6 males, 3 females), ranging in age
from 20-32 (Mean: 26.3, SD: 3.8). The data was collected in a lab space
roughly 5.2 x 6.5 x 2.8 m. We used TI’s AWR1642 doppler radar sensor (Figure 7.3) to record SAR data at a sampling rate of 30 Hz. The sensor was
placed at a distance of approximately 2m from the participants. All activities were recorded using a laptop and ground truth was collected with an
accompanying video camera.
All activities except clapping, jogging and walking required additional
apparatus. The food was packaged in the same takeout containers for each
participant. All participants used manual toothbrushes from the same brand.
We provided the participants with a tennis ball and a basketball for the
catching and dribbling tasks. We did not control the apparatus for drinking and folding clothes. The participants were given different sized cups
out of convenience; and the participants typically folded their own clothes
(e.g. jackets).

7.3.2

Experimental Design And Protocol

Before beginning the data collection, the researcher introduced the protocol and briefed the participants about the activities. We conducted an
extensive within-subject study in which we recorded 1500s of data (10 activities × 150 seconds) from each participant. For each activity, we divided
the recording into 10 sessions of 15s each.

7.4 Results
In this section, we evaluate the performance of the proposed cross-modal
domain adaptation approach via extensive experiments on our collected
dataset comprising 10 different subjects.

7.4.1 Doppler Model Selection/Baselines
We consider a subset of the doppler data, consisting of three subjects, for
determining an appropriate baseline. We built three per-user classiﬁers,
one for each subject, for each type of model using a leave-n-sessions-out
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Table 7.2: Baseline Results for different models across 10 activities and 3
subjects
Model

Input Size

3-Layer 2D CNN
N × 256 × 32 × 150
5-Layer 2D CNN
N × 256 × 32 × 150
CNN-LSTM
N × 150 × 256 × 32 × 1
CNN-Bi LSTM
N × 150 × 256 × 32 × 1

Trainable Parameters Accuracy ± SD
11,154,922
15,874,538
4,765,504
9,698,624

76.55 ± 5.25
68.12 ± 0.01
52.57 ± 3.01
53.94 ± 22.53

scheme (n = 9). Here, in each fold, we train the model on one session of data
(training set), calibrate the hyperparameters on another session (validation
set) and evaluate the performance on the remaining eight sessions (test
set). Thus, for this experiment, we obtain a total of 110 training instances
(10 activities × 1 session × 11 instances/session; each session is 15s long per
activity), 110 validation instances and 880 test instances. Table 7.2 summarizes the classiﬁcation accuracies of all models, the number of associated
trainable parameters and the required shape of the input data. Despite
the limited training data, the 3-layer CNN produces an accuracy of 76.55%,
thereby outperforming the rest. In fact, we can generalise that for our
task, CNNs perform signiﬁcantly better than the CRNNs (ConvolutionalRecurrent Neural Networks; CNN-LSTM and CNN-Bi LSTM). The superiority
of CNNs can be attributed to the way in which the input data is modeled
by the two architectures. While both use convolutional layers as feature
extractors, the CNNs interpret the entire sequence as a multi-channel image (stacked spectrograms), unlike the CRNNs, which treat each frame of
the sequence individually before fusing the extracted features and passing
them through an LSTM. The former allows a more comprehensive representation of the sequence by systematically organizing the temporal information as spatial neighbours. The latter, on the other hand, diminishes the
local intra-frame temporal dependencies. Lastly, additional convolutional
layers in the 5 layer network make the model unnecessarily complex for a
small dataset, thus leading to overﬁtting. Therefore, we ﬁnd a 3-layer CNN
to be the most suitable for effectively modeling doppler spectrograms. We
deploy our domain adaptation approach on the same to compare against
the best-performing baseline.
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Figure 7.4: Per-user comparison of our approach and the baseline under
two labeled data distributions consisting of 5s and 10s of training data per
class respectively, combined with 5s of validation data per class. The error
bar indicates the variation (Standard Deviation) across different folds.
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7.4.2 Domain Adaptation Results
Finally, we evaluate the performance of our proposed approach under varying conditions. We primarily vary the amount of labeled data used in the
learning procedure with the objective of navigating the tradeoff between
minimizing the amount of annotated data learned by the model and increasing the resultant performance. Starting from 10 seconds of data per
class, we examine different sizes of annotated data up to 30 seconds. With
increments of 5s, we obtain a total of 5 durations: 10s, 15s (or 14s), 20s, 25s,
and 30s. Each of these durations entail different combinations of training
and validation size (see Table 7.3), represented by (T, V), where T denotes
the training size per activity (in seconds) and V denotes the validation size
per activity (in seconds). For instance, a model can be exposed to 20s of
labeled data in two ways: (15s, 5s) or (10s, 10s). Further, if an entire session is
not consumed in the training or validation set, we discard the remainder to
prevent information leakage. This ensures that no two windows belonging
to the same session are present in two different sets.
We adopt a leave-n-sessions-out scheme to train the models, where n
represents the number of sessions that are not a part of the training set.
n can take different values depending on the size of the training set. For
example, if we consider a training size that is greater than the session size
(15s), say 20s, we will require 2 sessions for training. This leaves us with 1
session for validation and 7 sessions for the test set (n = 8), thus leading
to a total of 10 C8 combinations of train-validation-test sets. On the other
hand, with a training size of 10s, one session would sufﬁce for training (n =
9) and we’ll obtain 10 C9 train-validation-test sets. Each set was trained for a
maximum of 500 epochs with Adam optimizer (Learning Rate: 0.01) coupled with a learning rate decay of 0.1 and early stopping on the validation
set with a patience of 100. The average of the results across 10 Cn runs is
reported for each (T, V) conﬁguration.
Augmentation: Different (T, V) conﬁgurations imply varying numbers
of training and validation instances. After following the window segmentation procedure described in Section 7.2.5, we obtain 1, 3, 6, 11, 12, and 17
instances from a total of 5s, 7s, 10s, 15s, 20s, and 25s of data respectively.
To account for the limited training samples in case of (5s, 5s) and (7s, 7s),
we augment the doppler dataset by pairing each doppler sample with
three IMU samples in order to get three training triplets, (XDoppler , XIM U _a , Y ),
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Table 7.3: Classiﬁcation accuracy of our proposed domain adaptation approach and baseline for different amounts of training and validation data,
averaged across 10 subjects.
Amount of
Conﬁguration
Accuracy of
Accuracy of
Labeled Data (Training size, Validation size) Our Approach (in %) Baseline (in %)
10s
(5s, 5s)
59.36
48.61
(7s, 7s)
70.00
64.16
15s
(10s, 5s)
68.18
59.81
(10s, 10s)
72.68
68.01
20s
(15s, 5s)
71.80
66.67
(15s, 10s)
74.58
70.03
25s
(20s, 5s)
74.46
69.28
(15s, 15s)
75.68
72.55
30s
(20s, 10s)
77.15
73.18

(XDoppler , XIM U _b , Y ), and (XDoppler , XIM U _c , Y ). As a result, we have 3 and 9 instances per activity for (5s, 5s) and (7s, 7s) respectively.
Table 7.3 summarizes the domain adaptation results for different (T, V)
conﬁgurations and their corresponding baseline results. It shows convincing evidence that micro-doppler based human activity classiﬁers can learn
from the knowledge of a pre-trained IMU model. All conﬁgurations show a
jump of at least 3% from the baseline, with maximum difference observed
in the lower training and validation sizes. The (5s, 5s), (7s, 7s) and (10s, 5s)
conﬁgurations show an improvement of approximately 10%, 6% and 9%
over the baseline respectively. A deeper look at the classiﬁability of individual activities for the (10s, 5s) conﬁguration (see Figure 7.5) shows that
our model confuses between classes like eating soup, eating pasta and
drinking. These activities can be broadly represented by a similar handto-mouth gesture, thus showing limited distinction in the source domain
as well. In the course of knowledge transfer, these inherently similar motion characteristics transfer from the source to the target domain and consequently translate into the observed confusion. Nevertheless, this result
is quite encouraging as the difference in recognition performance of our
proposed approach from the baseline is considerable in spite of the heterogeneity of the source and target domains. As anticipated, the classiﬁcation
accuracy increases with an increase in the amount of annotated data used
for training. The classiﬁer trained on 20s and validated on 10s of data per
activity produces the best average accuracy of 77.15% (max participant accuracy: 85.47%), highlighting the role of proportionately distributing our
minimally labeled data into training and validation.
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Figure 7.5: Confusion matrix for a 3-layer 2D CNN trained with 10s of training and 5s of validation data. The ﬁgure represents the combined results
of all participants.
The results of these experiments substantially support the feasibility
and effectiveness of the proposed supervised domain adaptation approach.
Demonstrated over a range of locomotion and other complex daily activities, domain transformed micro-doppler representations are seen to better
capture motion information in comparison with the original micro-doppler
spectrograms.

7.4.3

Domain Adaptation Using Multiple Datasets Combined As A Single Source

Although our approach relies on the transfer of higher-level domain-invariant
features, we verify the same by distilling information from multiple datasets
combined into a single source domain. We constructed a new IMU dataset
by replacing the data of two activities in our current dataset, namely walking and jogging, by corresponding samples drawn from the Wearable Activity Recognition Dataset (WARD) [200]. WARD consists of sequences of
13 human actions (including walking and jogging) collected from 20 participants by a network of 5 sensors placed at different body positions (in-
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Figure 7.6: Per-user comparison of baseline and proposed domain adaptation approach with a heterogeneous source domain comprising of two
datasets. The training and validation data contain 15s of labeled data per
class (10s, 5s). The error bar indicates the variation (Standard Deviation)
across different folds.
cluding the wrist), each carrying a triaxial accelerometer and a biaxial gyroscope. In order to maintain class balance in the proposed dataset, we randomly selected 20 participants from our current dataset before combining
it with the wrist accelerometer data from WARD. Due to the inconsistency
in the sensor speciﬁcations, participants and other external factors, we normalised the mixed dataset as a whole to account for the incompatible data
distributions across activities from the two datasets.
We trained a Bidirectional LSTM, which proved to be the best classiﬁer for IMU data, from scratch for the mixed dataset. Adopting the same
training procedure as followed in Section 7.2.3, we achieved an accuracy of
80.36%, which is at par with the results for a homogeneous IMU dataset.
Using this model for extracting learned latent feature representations, we
evaluated the performance of our domain adaptation approach with a training and validation size of 10s and 5s, respectively. With an average peruser accuracy of 69.37% (see Figure 7.6), the results not only indicate invariance to heterogeneity in the source domain but also show a marginal
increase in comparison to the previous results together with a high accuracy/classiﬁability for the classes belonging to the minority dataset (walking, jogging). Thus, the results of this experiment highlight the potential of
leveraging the sizeable collection of IMU datasets that cover a multitude
of human actions, to build a more comprehensive human activity classiﬁer
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for doppler data.

7.5 Limitations And Discussion
In this section, we discuss some key limitations of our work and reﬂect on
how it may impact the usability and deployability of our approach. We also
discuss how our work may contribute to future research directions.

7.5.1 Classiﬁer Accuracy For Real World Use
Our work demonstrates success in domain adaptation and is able to outperform the baseline consistently. However, even with 30 seconds of labeled data, our approach is able to classify these 10 activities with an accuracy of 77.15% (compared to 73.18% with baseline). We acknowledge that
this is not sufﬁcient for a system to be deployed in the real world. However, we believe that our approach can be used in combination with other
strategies such as meta-labeling [189] and active learning [188] designed to
improve the classiﬁer accuracy and robustness over time. Such approaches
typically require a ‘good enough’ base model that can be used to make
initial, out-of-the-box predictions. However, building that base model is
also not easy without signiﬁcant labeled data. Our approach can assist in
rapidly building these base models to facilitate these techniques that can
learn and improve over time without introducing signiﬁcant data labeling
cost.

7.5.2

Limited Activities In Source Domain

Our work shows that we can use existing off-the-shelf IMU datasets to train
a mmWave radar sensor. While our approach is robust, the multi-task
learning method can only be leveraged to train the mmWave radar with
activities that are distinctively recognizable in the source domain. Our approach only helps augment the training process for the activities that IMU
can reliably characterize. Our solution is not a catch-all and despite this
limitation, a vast body of prior IMU work means that our approach can
be a catalyst to improve deployability of mmWave radar sensor for activity
recognition. In fact, our work can potentially leverage prior work to convert the extensive video datasets into virtual IMU streams [201] and then
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use those virtual IMU streams to train the doppler sensor to recognize a
wide gamut of activities.

7.5.3

Controlled Environment For User Study

Despite promising results, one key limitation of our work is that the study
was conducted in a controlled environment. The users were free to perform the actions/activities as they normally would but they were recorded
in a largely static environment. There were no other motions except the
primary user in the ﬁeld of view of the mmWave radar sensor. The source
domain (IMU) is impervious to this challenge, but the doppler sensor captures a wide range of motions in the environment. This limitation needs to
be overcome before our work can be deployed widely. Fortunately, newer
doppler radar sensors are bundled with person tracking algorithms 1 that
can be leveraged to sample the doppler from the primary user. Secondly,
our work can still be used in scenarios where only a single user with (mostly)
static background would be expected. For example, a small ofﬁce, singleowned apartment or a home gym.

7.6 Conclusion
A fundamental challenge of scaling up any machine-learning system, especially activity recognition systems has been collecting and labeling the
data required to train a model. Every few years there is a new sensor in the
market that shows promise either due to the signal it is able to capture
or advancements in the software and compute capabilities (e.g., surge of
computer vision in recent years). In this paper, we tackle the challenge of
data collection and labeling with the new and promising mmWave radar
sensor. We showcase that we can use existing IMU datasets to learn a latent feature representation that can be used by the mmWave radar sensor
to classify between 10 activities with minimal data labeling of its own data
(10 seconds).
Our approach not only demonstrates successful heterogeneous domain
adaptation, but importantly also works with off-the-shelf datasets. From a
real world perspective, it means that not only existing IMU datasets can
be used to train the mmWave radar sensor, we can catalogue and label
1

https://www.ti.com/tool/TIDEP-01000
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a library of activities recorded using IMU-ladden smartwatches which can
be then be used to train sensors such as the mmWave radar. This is an
improvement over simply collecting and labeling doppler data because:
(1) mmWave radar sensors are not widely adopted or used which makes it
hard to do a large data collection; and (2) it is harder to collect the ground
truth required for doppler data as it would potentially require cameras (and
video coders) or dedicated user time in front of the doppler for direct labeling. On the other hand, smartwatches are popular with a large user base
and they have the capability to passively sense, record and label activities
with minimal user disruption.

CHAPTER 8
CONCLUSION
The thesis started with a lofty goal of tackling four different challenges that
inhibit a practical privacy-preserving system.
First I conducted a large scale study to understand how different camera based sensing systems impact a user’s privacy preferences. I demonstrate that just the mere fact that a user is aware of how a camera-based
system processes the data being collected instills more trust in the system.
I also show variance in trust depending on the technique being used with
optical ﬂow and pose detection being considered the most trustworthy.
I build upon my results and use these privacy preserving sensing techniques to solve the next two big challenges: (1) building robust and accurate activity recognition techniques using ambient sensors; and (2) user
identiﬁcation in a shared space.
In GymCam [17], I built a vision-based system that uses off-the-shelf
cameras to automate exercise tracking and provide high-ﬁdelity analytics,
such as repetition count, without any user or environment-speciﬁc training
or intervention. To develop and evaluate our machine learning algorithms,
we collected data in our university’s gym for ﬁve days. It was a ﬁrst of its
kind unconstrained evaluation of a ﬁtness tracking system. In our dataset,
there were several instances where 25 users were tracked at the same time
using GymCam. It is a practical sensing system that is resilient to challenges seen in a real gym. In our dataset, there were several instances
where multiple users were tracked at the same time using GymCam. A
challenge with applications that sense or track activities at scale such as
GymCam is how to identify each user in the space. The ability to identify
users in a shared space is crucial to enable applications and products that
can passively sense different activities, offer personalized service, and pro99
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vide feedback to the user. In MotionID [18], I built a user identiﬁcation approach that uses a lightweight machine learning model to couple motion
proﬁles from a regular RGB camera and a smartwatch worn by the user.
This reliance of this hybrid approach on the smartwatch makes user identiﬁcation a feature similar to location sharing that can be enabled/disabled
by the user depending on their privacy preferences in any environment. I
evaluated my approach in different group sizes (2, 4, and 8) across three
different activities (poster session, playing sports, and coordinated dancing). Besides collecting data in a natural setting, these activities allowed
me to evaluate MotionID with a gamut of motions ranging from tiny movements in poster sessions to large displacements in team sports. To further
validate its robustness, I also evaluated MotionID in coordinated dancing
where the observed difference between user movements is miniscule.
The last grand challenge outlined at the start of this thesis was the need
for labeled data to build a robust sensing system such as the ones described above. In my thesis work, I tackle the challenge of data collection and labeling with the new and promising mmWave radar sensor. I
showcase that we can use existing IMU datasets to learn a latent feature
representation that can be used by the mmWave radar sensor to classify
between 10 activities with minimal data labeling of its own data (10 seconds). My approach not only demonstrates successful heterogeneous domain adaptation, but importantly also works with off-the-shelf datasets.
In summary, the key to my research has been making sensing and interaction practical. I will further my agenda to make deployable AI and
sensing platforms, particularly on edge devices. My work is inherently interdisciplinary and offers opportunities to collaborate with other machine
learning experts, industrial designers, privacy gurus and other domainspeciﬁc specialists. Here are some future directions that spawn from my
thesis work.

8.1 Future Work
In the future, I plan to build upon my research and expand it to other application domains. I have previously explored ambient sensing opportunities in ﬁtness and sports, but I am eager to solve high-impact problems
in other domains and shared spaces such as airports, factories, and evens
entire neighborhoods. Simultaneously, I want to expand sensing for the
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individual to domains such as accessibility, privacy and education where
individual agency and ownership is of paramount importance. Here I outline some research avenues that I am excited to explore:

8.1.1 Improving Privacy Control Of Sensing Systems:
Privacy management is a huge concern with sensing systems, especially
in shared user spaces. Ambient sensors in such environments like cameras tend to be privacy invasive. My thesis work addresses some of these
concerns by using privacy-by-design techniques for featurizing the raw image data and providing user control over who gets access to their identity.
However, these do not completely mitigate all privacy concerns a user may
have. The limited control of a user over such sensors that capture a high
amount of sensitive information in a foreign environment leads to privacy
concerns. These ambient systems have the same privacy policy for everyone in the shared space. I want to explore methods to enable each user
with individualistic control over their privacy. For example, if Alice does not
want to be tracked through the mall, they should be able to opt out but if
Bob wants to be tracked to leverage personalized recommendations, they
should also be able to do so in the same shared space.

8.1.2

Data Labeling Techniques For Building Deployable
Systems:

IMU2Doppler has shown promise of using domain adaptation to teach ambient sensors how to recognize activities with minimally labeled data. We
can take this work a step further and address some of the limitations of
the current work. One avenue would be to examine a range of ambient
sensors that can learn from a translation invariant IMU dataset. Another
research avenue that I wish to pursue in this domain is to explore other
new approaches such as active learning that can leverage IMU2Doppler
and then be used to deploy a practical system. Efforts in this space have
largely been concentrated on speciﬁc adaptations due to the high degree
of complexity; however, if one were to work towards the grand challenge of
making domain adaptation more accessible to a developer, that may not
only propel this space forward, but also lead to curbing data labeling as a
challenge in machine learning.
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8.1.3

Conclusion

Practical & Robust Evaluation Systems

A key component of this thesis was implementing unconstrained evaluation protocols to determine the robustness and practicality of our work.
While these protocols were carefully designed to capture realistic data, besides measuring accuracy/precision, there is no feedback loop built into
the system to tell the developer that the data is not representative. In fact,
there are even no metrics that capture this underspeciﬁcity of data. This
area is in its nascent stages, however determining the right metrics to capture the underspeciﬁcity and providing useful feedback to the developer
for data collection has the potential to impact how we build machine learning systems in the future.
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